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ALL FBI INFORMATION CONTAINED bb 
HEREIN 18 UNCLASSIZIED Ie 


LATE 12-12-2018 By _spsszce 


October 15, 2015 


TO: DS A/S Greg St 
b6 per DOS 


FROM: Kamala S. L 


SUBJECT: FBI — for Production of Records for Forme] 


Per your October 6, 2015 memo to ttached please find 

records responsive to the FBI’s request for a search o: 

unclassified state.gov email account for any e-mails, documents, or other records 

regarding the @clintonmail.com domain (i.e. all e-mails that contain any ference to p46 per pos 
@clintonemail.com including unclassified mailboxes, pst files, and Microsoft 

Exchange Recoverable Items Folders for the time period January 21, 2009 to 

February 1, 2013. Also attached is a CD with electronic copies of the emails that 

are provided in hard copy. The email hard copies are in date/time chronological 

order. 


departed government employment on Friday, October 2. As her 
chief of staff, I had access to her outlook email and was able to complete the search 
with the assistance of POEMS staff. 


Thank you very much. 
Attachments: 
October 6 Memo from Starr tof b6 per Dos 


Hard Copies of responsive documents per FBI request 
CD with electronic versions of documents 


HRC-7061 


+ ALL TRI INFORMATION CONTAINED b6 


HEREIN IS UNCLASSIE. bic 
DATE 12-12-2018 BY NSICS 


United States Department of State 


Assistant Secretary of State 
Sor Diplomatic Security 


Washington, D.C. 20520 


UNCLASSIFIED October 6, 2015 


INFORMATION MEMO FOR 


b6 per DOS 


FROM: DS —Gregory B. Sta CT 06 2615 


SUBJECT: Federal Bureau of Investigation Request for Production of Records 


The Department of State is in receipt of a Request for Production of Records 
letter from the Federal Bureau of Investigation (FBI) dated September 22, 2015 (Tab 
1). This is the first production request following the FBI Preservation of Records 
requests received by the Department in July and August, 2015. The production 
request names 33 current or former Department employees for which the FBI 
requires production of e-mail records or exports. Specifically, the FBI requests 
unclassified electronic records regarding the @clintonemail.com domain. 


‘You are hereby requested to search your unclassified state.gov e-mail account 
for any e-mails, documents, or other records regarding the @clintonemail.com 
domain (..e. all e-mails that contain any reference to @clintonemail.com including 
emails to or from that domain, or with that domain on the CC line) from your 
unclassified mailboxes, .pst files, and Microsoft Exchange Recoverable Items 
Folders for the time period January 21, 2009, to February 1, 2013. DS Front Office 
Executive Assistang wl collect any records found as a result of 
your search. b6 per DOS 
b7C per DOS 


If you have questions or need additional guidance pertaining to this request, 
lease address those questions eo 
DS requires both physical and electronic copies of any records responsive to 


this request. Responsive records are due t by October 15, 2015. For 
technical assistance with transferring your electronic records to.a CD or DVD. 


_ contact Domestic Consolidated Bureaus Division chief id 


state.gov, 


If your search does not result in any responsive records,-you are required to 
certify this result by completing the Certification of Records Review (Tab 2). 


Thank you for your cooperation. 


UNCLASSIFIED 
HRC-7062 


CLASSIFICATION 
ee 


Attachments: 
Tab 1 ~ September 22, 2015 FBI Request for Production of Records 
Tab 2 — Certification of Records Review 


UNCLASSIFIED 
HRC-7063 


a 
b6 per DOS 


Cleared:. M-—-KAustin-Ferguson (ok) b7C per DOS 
IRM — GJohnson (ok) 


~ L~-SPr 
DS/FO 


HRC-7064 


ALL FBI DECROTIN CONTAINED oe CO AL Ty | 


HEREIN Is 

DATE 08-16-2023 ay[__spsstee. b7e H 
Lakhdhir, Kamala S$ ia 
rr 


From: Einhorn, Robert J 

Sent: Thursday, September 27, 2012 7:50 PM | 

To: Sherman, Wendy R; Sullivan, Jacob J bl per DOS 
Ce: Burns, William J bS per DOS 


Subject: Re: Iranian nuclear surprise? 


0 


From: Sherman, Wendy R 
Sent: Thursday, September 27, 2012 02:35 PM 
To: Sullivan, Jacob J 
, Cc: Burns, William J; Einhorn, Robert J 
‘“G Subject: Re: Iranian nuclear surprise? bl per bos 
b5 per DOS 


I've shai 


From: Sullivan, Jacob J ; 

Sent: Thursday, September 27, 2012 01:53 PM 

To: Sherman, Wendy R i 

Subject: Re: Iranian nuclear surprise? lassified by DAS, A/GIS on 2//2023 — Class: CONFIDENTIAL 
eason: 1.4(b), (d} -- Deciassify on: 2/24/2038 


I think she'll look for your guidance, 


From: Sherman, Wendy R | 

Sent: Thursday, September 27, 2012 01:39 PM i 

To: Sullivan, Jacob J 

Subject: Re: Iranian nuclear surprise? : 
| 


rele) Low | 


:) i 
j 


rom: Sullivan, Jacob J 
Sent: Thursday, September 27, 2012 01:17 PM 
To: Sherman, Wendy R 

Subject: Fw: Iranian nuclear surprise? 


bl per DOS 
bS per DOS 


From: Coleman, Claire L 
Sent: Thursday, September 27, 2012 11:15 AM 


b6 per DOS 


To: S_SpeciaiAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J 
Ce: ‘huma@clintonemail.com’ <huma@clintonemail.com>; Abedin, Huma; ‘Monica Hanley’ [ | 


Hanley, Monica R; Coleman, Claire L 
Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/tasking/fiting. b6 per DOS 


From: Van Orden, Meghan Ce Behalf of Allison, Graham 
Sent: Thursday, September 27, 21 7 


To: Coleman, Claire L 
Ce: Reeker, Solveig C 
Subject: Iranian nuclear surprise? 


PRIVATE 
MEMORANDUM 

To: Secretary Hillary Clinton 

Ce: Wendy Sherman lassified by BAS, A‘GIS on 2/24/2023 -- Class 

From: Graham Allison ONFIDENTIAL -- Reason: 1.4 (b}, (c} -- 

. eciassify on: 2/24/2033 | 
/ Date: September 27, 2012 | 
i sande ‘ . 
. Subject: Iranian nuclear surprise? Sipe od 
2 


HRC- 4146 
| 


CONFEDENTIAL 11 


Am attaching a one-pager on considerations that may be relevant. Happy to stand ready at your convenienc 


© tO 
provide more if useful. 


HRC-7 147 


ALL PBI INFORMATION CONTAINED CONFIDENTIAL Fy 
HEREIN 1g UNCLASSI b6é mM 
DATE 08-16-2023 a dsstee b7c 


x 


Sf 


Lakhdhir, Kamala $ : 
—— ee 


From: Sullivan, Jacob J 

Sent: Thursday, September 27, 2012 3:23 PM 
To: Sherman, Wendy R 

Subject: Re: franian nuclear surprise? 


Thanks. I'm skeptical of a drive-by. 


From: Sherman, Wendy R - 7 AP 2 
hi 2 : lassified by DAS, A/GIS on 2/24/2023 — Class: 
Lk ee EcuFDENTAL -- Reason: 1.4 (b), (d) - Declassify on: 


To: Sullivan, Jacob } , i 
Ce: Burns, William J; Einhorn, Robert J 124;2038 bl per DOS 


Subject: Re: Iranian nuclear surprise? : b5 per DOS 
1 


From: Sullivan, Jacob J 

Sent: Thursday, September 27, 2012 01:53 PM 
To: Sherman, Wendy R 

Subject: Re: Iranian nuclear surprise? 


| think she'll look for your guidance, 


From: Sherman, Wendy R 

Sent: Thursday, September 27, 2012 01:39 PM 
/ To: Sullivan, Jacob J 

Subject: Re: Iranian nuclear surprise? 


From: Sullivan, “Jacob J 

Sent: Thursday, September 27, 2012 01:17 PM 
To: Sherman, Wendy R 

Subject: Fw: Iranian nuclear surprise? 


From: Coleman, Claire L 
Sent; Thursday, September 27, 2012 11:15 AM be) pe DOS 
To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J 

Cc: huma@clintonemail.com' <huma@clintonemail.com>; Abedin, Huma; ‘Monica rovey[ | 
Hanley, Monica R; Coleman, Claire L ; 
Subject: FW: Iranian nuclear surprise? 


: HRC-7 148 


: CONEEDENTIAL 1) 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/iasking/filing. b6 per DOS 


From: Van Orden, Meghan Ce es Behalf Of Allison, Graham 
Sent: Thursday, September 27, 21 z ; 
To: Coleman, Claire L H 


Ce: Reeker, Solveig C 
Subject: Iranian nuclear surprise? 


PRIVATE | 
MEMORANDUM 
To: Secretary Hillary Clinton ' 
Ce: Wendy Sherman : 
From: Graham Allison 
Date: September 27, 2012 PEPee BOS 
Subject: Iranian nuclear surprise? i 


Am attaching a one-pager on considerations that may be relevant, Happy to stand ready at your convenience po 
provide more if useful. 


\ 
lassified by DAS, A/GIS on 2/24/2023 — Class: CONFIDENTIAL — Reason 
(1.4 (b), (d) -- Declassify on: 2/24/2023 


HRC-7149 


ALL FBI INFORMATION CONTAINED rare) Lom 


HEREIN 18 UNCLASSIZLZ) b6 TN 
DATE G8-1¢-2023 BY Insrce bye 


Lakhdhir, Kamala S 
———S es, 


From: Sherman, Wendy R 

Sent: Thursday, September 27, 2012 2:36 PM 
To: Burns, William J 

Subject: Fw: Iranian nuclear surprise? 
Attachments: lranian nuclear offer.doc 


Fyi- email forming basis of email to Jake. 


From: Sullivan, Jacob J 

Sent: Thursday, September 27, 2012 01:17 PM 
To: Sherman, Wendy R 

Subject: Fw: Iranian nuclear surprise? 


Coleman, Claire L 
Sent: Thursday, September 27, 2012 11:15 AM 


Le 


b6 per DOS 


To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J i 
Ce: 'huma@clintonemail.com’ <huma@clintonemail.com>; Abedin, Huma; ‘Monica Ce 


Hanley, Monica R; Cofeman, Claire t 
Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/tasking/filing. 


From: Van Orden, Meghan (naito] on eta Of Allison, Graham 
Sent: Thursday, September 27, 20 7 bé per DOS 


To: Coleman, Claire L 
Ce: Reeker, Solveig C 
Subject: Iranian nuclear surprise? 


PRIVATE 
MEMORANDUM | 

To: Secretary Hillary Clinton | 

Wendy Sherman lassified by DAS. AIGIS on 2124/2023 -- Glass: CONFIDENTIAL | 

Graham Allison eason: 1.4 (b), (d) -- Declassify on: 2/24/2038 

September 27, 2012 

: : bl per DOS 
Iranian nuclear surprise? 
1 


HRC-7150 


bl per DOS 


| \ + co Li 


Am attaching a one-pager on considerations that may be rel 


evant. Happy to stand ready at your convenience to 
provide more if useful. ! 


lassified by DAS, A/GIS on 2/24/2023 -- Class: CONFIDENTIAL -- 
eason: 1.4 (b). (d) -- Declassify on: 2/24/2038 


HRC-4151 


ALL FBI INFORMATION 
HEREIN 13 UNCLASS: 


bé CONFEDENTIAL 1; 


wsrec b7¢c 
DATE 05-16-2023 a | fated 
GTA 


. 


27 September 2012 


If negotiations begin, will Iran seek more? Of course, but that’s 
negotiation. 


- é jons as part of this agreement? 
Tam confident that if negotiations 
7" T Would be yes. They will seek to roll back all the 


sanctions since 2010 when they began enriching to 20%. I suspect there is 
a deal at “freeze for freeze” —essentially no new additional sanctions on 
top of where things now stand if they freeze at 5%. 

Can Ahmadinejad deliver? Uncertain. Iran is already in its electoral 
season, and he is a lame duck with only nine months remaining in office. 
On the other hand, if they are feeling the pressure and pain, which I am 
confident they are, if this hardliner could reach an agreement that they can 
plausibly market as de facto recognition of their tight to enrich to 5%, 
maybe? 

If Ahmadinejad cannot do business, that would mean waiting until the fall 
of 2013 as a new government gets organized there, which probably pushes 
us into 2014. Long before that, the centrifuges at Qom will be spinning to 
produce the first bomb equivalent of 20% enriched uranium, and the 
second, and the third. The driver of missed opportunities over the past 
decade has been the painful fact that politics and reality ride on trains 
moving at different speeds. 

Is the time ripe? With pressure and pain mounting, when is it appropriate 
to seek agreement? That is way above my pay grade. 

How feasible in the last inning of a campaign? I may be presumptuous, 
but not presumptuous enough to offer judgments to you about politics. 


4. In sum: for what it’s worth, I hope a “non meeting” can be arranged to clarify what 


may be on an opportunity. 


lassified by DAS, A/GIS on 2/24/2023 — Class: CONFIDENTIAL — Reason: 1.4 


b)}. (d} -- Declassify on: 2/24/2038 


CONFIBENTTAL an 


bl per DOs 


HRC-7152 


ALL FBI INFORMATION CONTAINED 
HEREIN 13 UNCLASSI 


DATE GS-1¢-2023 BY [__sstee 


b7¢ 


Lakhdhir, Kamala § 


From Sherman, Wendy R 

Sent Thursday, September 27, 2012 2:36 PM 
To: Sullivan, Jacob J 

Ce: Burns, William J; Einhorn, Robert J 
Subject: Re: Iranian nuclear surprise? 


From: Sullivan, Jacob J 
Sent: Thursday, September 27, 2012 01:53 PM 


b6 CONFEDENTIAL  y, 


bl per DOS 
b5 per DOS 


To: Sherman, Wendy R 
Subject: Re: Iranian nuclear surprise? 


| 
lassified by DAS, AVGIS on 2/24/2023 -- Class: eae dal 
- Reasan:_1 4 (b), (d) -- Declassify on: 2/24/2038 


I think she'll look for your guidance, 


From: Sherman, Wendy R ‘ 
Sent: Thursday, September 27, 2012 01:39 PM 
To: Sullivan, Jacob ) 

Subject: Re: Iranian nuclear surprise? 


From: Sullivan, Jacob J 

Sent: Thursday, September 27, 2012 01:17 PM 
To: Sherman, Wendy R 

Subject: Fw: Iranian nuclear surprise? 


From: Coleman, Claire L 
Sent: Thursday, September 27, 2012 11:15 AM 
To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J 


Ce: ‘huma@clintonemail.com' <huma@clintonemail.com>; Abedin, Huma; 


Hanley, Monica R; Coleman, Claire L 
Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard, 


For appropriate forwarding/tasking/filing. 


From: Van Orden, Meghan i ee Behalf Of Allison, Graham 
Sent: Thursday, September 27, 201 i 


To: Coleman, Claire L 


| 

i 

bl per DOS 

b5 per DOS 
\ 


b6 per DOS 


os Ce 


b6 per DOS 


, CONFIDENTIAL 1 
Ce: Reeker, Solveig C 
Subject: franian nuclear surprise? 


PRIVATE 
MEMORANDUM 

To: Secretary Hillary Clinton 

Ce: Wendy Sherman 

From: Graham Allison 1 

i one September 27, 2012 bi per DOS 
ubject: Iranian nuclear surprise? 
Am attaching a one-pager on considerations that may be relevant. Happy to stand ready at your convenience to 
provide more if useful. 
lassified by DAS, A/GIS on 2/24/2023 — Class: CONFIDENTIAL -- Reason 
1.4 (b}. (dj -- Deciassify on: 2/24/2038 
\ 
2 HRC-7154 


ALL FBI INFORMATION CONTAINED ‘CONFIDENTIAL th 
IC LASSL: b6 ' 


HEREIN 18 


DATE 05-16-2023 af __—idsice bre 
Lakhdhir, Kamala $ i 
ee 


From: Sherman, Wendy R 

Sent: Thursday, September 27, 2012 2:31 PM 

To: Einhorn, Robert J 

Subject: Fw: franian nuclear surprise? 

Attachments: Iranian nuclear offer.doc i 


in case you couldn't open attachment in forwarded doc, 


From: Sullivan, Jacob J 
Sent: Thursday, September 27, 2012 01:17 PM 
To: Sherman, Wendy R 

Subject: Fw: Iranian nuclear surprise? 


ween snes nt val 
From: Coleman, Claire L 3 
Sent: Thursday, September 27, 2012 11:15 AM b6 per DO: 


To: S_SpecialAssistants; Macmanus, Joseph E (5); Sullivan, Jacob J 
Ce: *huma@clintonemail.com' <huma@clintonemail.com>; Abedin, Huma; ‘Monica Hanley* 
Hanley, Monica R; Coleman, Claire L 


Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/tasking/filing. 
b6 per DOS 


From: Van Orden, Meghan inate <—_————__" Behalf Of Allison, Graham ' 
Sent: Thursday, September 27, 2012 10:59 AM ! 


To: Coleman, Claire L 
Cc: Reeker, Solveig C 
Subject: Iranian nuclear surprise? 


PRIVATE 
MEMORANDUM 

To: Secretary Hillary Clinton f 

Ce: Wendy Sherman lassified by DAS, A/GIS on 2/24/2023 — Class: 

From: Graham Allison ONFIDENTIAL -- Reason: 1.4 (b), {d}-- Declassify on: 

Date: September 27, 2012 (2412038 bt T pos 
er 

Subject: Iranian nuclear surprise? P 


Bd 1 HRC-7155 
CONFIDENTIAL 1) 


CO AL iW bl per DOs 


Am attaching a one-pager on considerations that may be relevant. Happy to stand ready at your convenience to 
provide more if useful. 


HRC-4156 


ALL FBI INFORMATION 
HEREIN 13 UNCLASS: 


DATE 08-16-2023 ay[__ssstee. BIC 


pe 


b6 (ore) AL ih 


Iranian nuclear offer? 


e Ifnegotiations begin, will Iran seek more? Of course, but that’s 
negotiation. 
Wan’ i 4ons as part of this agreement? 
am confident that if negotiations 
ill seek to roll back all the 


sanctions since 2010 when they began enriching to 20%. I suspect there is 


a deal at “freeze for freeze”—essentially no new additional sanctions on 

top of where things now stand if they freeze at 5%. 

Can Ahmadinejad deliver? Uncertain. Iran is already in its electoral 

season, and he is a lame duck with only nine months remaining in office. 

On the other hand, if they are feeling the pressure and pain, which I am 

confident they are, if this hardliner could reach an agreement that they can 

plausibly market as de facto recognition of their right to enrich to 5%, 

maybe? 

e If Ahmadinejad cannot do business, that would mean waiting until the fall 
of 2013 as a new government gets organized there, which probably pushes 
us into 2014. Long before that, the centrifuges at Qom will be spinning to 
froduce the first bomb equivalent of 20% enriched uranium, and the 
second, and the third. The driver of missed opportunities over the past 
decade has been the painful fact that politics and reality ride on trains 
moving at different speeds. 

e Is the time ripe? With pressure and pain mounting, when is it appropriate 
to seek agreement? That is way above my pay grade. 

* How feasible in the last inning of a campaign? I may be presumptuous, 
but not presumptuous enough to offer judgments to you about polities. 


° 


4. In sum: for what it’s worth, I hope a “non meeting” can be arranged to clarify what 


may be on an opportunity. 


lassified cas, A/GIS on 2/24/2023 -- Class: CONFIDENTIAL -- Reason: 
1.4 (b). (d) — Declassify on 2/24/2038 


1 


CONFIDENTIAL :1) 


GTA 
27 September 2012 


bl per DOS 


| 
bl per DOS 


HRC-4157 


HERE, 


DATE 08-14-2023 yf _ideszee bye w 


Lakhdhir, Kamala S 
ee, 


Xe, 
i ne 


4 


IN 13 


From: 
Sent: 
To: 


‘CORMATION 


CLASSL. 


Subject: 


Do not share but please give me your view. Thanks 


From: Sherman, Wendy R 
/ Sent: Thursday, September 27, 2012 01:39 PM 


ae NED b6 CONEEDENTIAL ail ; 


a 
Sherman, Wendy R 

Thursday, September 27, 2012 2:05 PM 
Einhorn, Robert J 

Fw: Iranian nuctear surprise? 


‘bl per DOS —j” 
bS per DOS > 


To: Sullivan, Jacob J 


Subject: Re: Iranian nuctear ise? 


From: Sullivan, Jacob J 

Sent: Thursday, September 27, 2012 01:17 PM lassified by Eric Stein, DAS, AGIS, DoS on 
To: Sherman, Wendy R 7 

Subject: Fw: Iranian nuclear surprise? ; 


From: Coleman, Claire L 
Sent: Thursday, September 27, 2012 11:15 AM 


2/24/2023 - Class: CONFIDENTIAL - Reason: 
4(B), 1.4(D) - Declassify on: 02/24/2038 


To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J 
Ce: "huma@clintonemail.com' <huma@clintonemail.com>; Abedin, Huma; ‘Monica ranteyf 


Hanley, Monica R; Coleman, Claire L 
Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/tasking/filing. 


From: Ven Or Heshanomiy—___————_—~dn Beha F li,Gahon 

Sent: Thursday, September 27, 2 7 

To: Coleman, Claire L 
Ce: Reeker, Solveig C 


Subject: Iranian nuclear surprise? 


b6 per DOS : 


PRIVATE 
MEMORANDUM 
Secretary Hillary Clinton 
Wendy Sherman 
Graham Allison 
September 27, 2012 


HRC-7158 
co AL (0) 


co AL ii 


; bl per DOS 
‘5h Subject: Iranian nuclear surprise? 


Am attaching a one-pager on considerations that may be relevant. Happy to stand ready at your convenience to 
provide more if useful. 


2/13/2023 - Class: CONFIDENTIAL - Reason 


basen by Eric Stein, DAS, A'GIS, DoS on ' 
(1.4(B). 1.4(D) - Declassify on: 02/13/2038 


HRC-71159 


CORMATION CONTAINED bé 
HEREIN 18 UNCLASSI 


ae BIC 
DATE 05-16-2023 sf ipsice 


Lakhdhir, Kamala S$ 


From: Sullivan, Jacob J 

Sent: Thursday, September 27, 2012 1:53 PM 
To: Sherman, Wendy R 

Subject: Re: Iranian nuclear surprise? 


| think she'll look for your guidance. 


Sent: Thursday, September 27, 2012 01:39 PM 
To: Sullivan, Jacob J 
Subject: Re: Iranian nuclear surprise? 


bl per DOS 
b5 per DOS 


From: Sullivan, Jacob J 


2/24/2023 - Class: CONFIDENTIAL - Reason: 


To: She , Wendy R i 
7 oetman Wendy: 4(B), 1.4(D) - Declassify on: 02/24/2038 


Subject: Fw: Iranian nuclear surprise? 


Sent: Thursday, September 27, 2012 01:17 ezian by Eric Stein, DAS, A/GIS, DoS on 
H 


From: Coleman, Claire L ett a 
Sent: Thursday, September 27, 2012 11:15 AM 


b6 per DOS 


To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob 3 
Ce; 'huma@clintonemail.com' <huma@c intonemail.com>; Abedin, Huma; ‘Monica ne 


Hanley, Monica R; Coleman, Claire L 
Subject: FW: Iranian nuclear surprise? 
Message below is for the Secretary from Graham Allison at Harvard, 


b6 bos 
For appropriate forwarding/tasking/filing. a 


To: Coleman, Claire L 
Cec: Reeker, Solveig C 
Subject: Iranian nuclear surprise? 


PRIVATE 
MEMORANDUM 
To: Secretary Hillary Clinton 
Ce: Wendy Sherman 
From: Graham Allison 
Date: September 27, 2012 


CONFEBDENTIAL i 


From: Van Orden, Meghan Ce ee Behalf Of Allison, Graham 
Sent: Thursday, September 27, 21 : 


| 

| 

f 
HRC-7160 


| 
: CONFERENTIAL. i 


. ‘ ? bl per DOS 
Subject: Tranian nuclear surprise? ‘ 


Am attaching a one-pager on considerations that may be relevant. Happy to stand ready at your convenience to 
provide more if useful. 


2124/2023 - Class: CONFIDENTIAL - Reason: i 


lassified by Eric Stein, DAS, A/GIS, DoS on 
(.4(B). 1.4{D) - Declassify on. 02/24/2038 


HRC-7161 


ALL FBI INFORMATION CONTAINED bé ‘CONFEDENTIAL th 
HEREIN 13 UNCLASSI : $76 } 
DATE 05-16-2023 > aa be 


Lakhdhir, Kamala S 
———— ee, 


From: Sherman, Wendy R 
Sent: Thursday, September 27, 2012 1:40 PM 
To: Sullivan, Jacob J 

\y7/ Subject: Re: Iranian nuclear surprise? 


g 


1 
bl per DOS 
bS per DOS 


From: Sullivan, Jacob J 
Sent: Thursday, September 27, 2012 01:17 PM 


To: Sherman, Wendy, R jassified by Eric Stein, DAS, AIGIS, DoS on 02/24/2025 - 
Subject: Fw: Iranian nuclear surprise? Eis CONFIDENTIAL - Reason: 4 4(B), 1.4(D) - Dedlassify 
n_ 02/24/2038 


From: Coleman, Claire L 

Sent: Thursday, September 27, 2012 11:15 AM 
To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J 

Cc: 'huma@clintonemail.com’ <huma@clintonemail.com>; Abedin, Huma; ‘Monica Hanley’ 
Hanley, Monica R; Coleman, Claire L 

Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/tasking/filing. 


Sent: Thursday, September 27, 21 ; 


To: Coleman, Claire L 
Ce: Reeker, Solveig C 
Subject: Iranian nuclear surprise? 


b6 per DOS 


al 


b6 per DOS 


PRIVATE 
MEMORANDUM 
To: Secretary Hillary Clinton 
Ce: Wendy Sherman 
From: Graham Allison 
sof Date: September 27, 2012 
/. Subject: Iranian nuclear surprise? 


col Loi 


bl per DOS 


HRCH7162 


| 
“+ COMPIDENTPIATL ma bl per Dos 


Am attaching a one-pager on considerations that may be relevant. Happy to stand ready at your. convenience to 


provide more if useful. 


Class: CONFIDENTIAL - Reason: 1.4(B), 1.4(D) - 


“Cas. by Eric Stein, DAS, A/GIS, DoS on 02/24/2023 
eclassify on: 02/24/2038 


HRC-4163 


ALL FBI INFORMATION CONTAINED CONEEBENTIAL : 

Hi 
HEREIN 18 UNCLASSIEIZU b6 jie) TT 
DATE 08-14-2023 syf__—sisszce b7c 


Lakhdhir, Kamala S 


From: Suttivan, Jacob J 

Sent: Thursday, September 27, 2012 1:18 PM 
To: Sherman, Wendy R 

Subject: Fw: Iranian nuclear surprise? 
Attachments: Iranian nuclear offer.doc 


From: Coleman, Claire 
Sent: Thursday, September 27, 2012 11:15 AM 


To: S_SpecialAssistants; Macmanus, Joseph E (S); Sullivan, Jacob J 
Ce: ‘huma@clintonemail.com’ <huma@clintonemail.com>; Abedin, Huma; 'Monica raf | 


Hanley, Monica R; Coleman, Claire L 
Subject: FW: Iranian nuclear surprise? 


Message below is for the Secretary from Graham Allison at Harvard. 


For appropriate forwarding/tasking/filing. b6 per DOS i 


From: Van Orden, Meghan (nit On Behalf Of Allison, Graham 
Sent: Thursday, September 27, 2: 5 


To: Coleman, Claire L lassified by Eric Stein, DAS. A/GIS. DoS on 
Cc: Reeker, Solveig C 2/24/2023 - Class: CONFIDENTIAL - 
Subject: Iranian nuclear surprise? eason. 1.4(B), 1.4(D) - Declassify on: 
(24/2038 
PRIVATE 
MEMORANDUM 
To: Secretary Hillary Clinton 
Ce: Wendy Sherman 
From: Graham Allison 
Date: September 27, 2012 
4 Subject: Iranian nuclear surprise? 


bl per BOs 


HRC 7164 
| 


[ore) TAL WV) 


# m attaching a one-pager on considerations that may be relevant. Happy to stand ready at your convenienge to 
1 -ovide more if useful. 


HRC}7165 


ALL FBI INFORMATI 
HEREIN 13 UNCLASS: 
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Iranian nuclear offer? 


if negotiations begin, will Iran seek more? Of course, but that’s 
negotiation. 

sons as part of this agreement? 

am confident that if negotiations 

5 > ill seek to roll back all the 
sanctions since 2010 when they began enriching to 20%. I suspect there is 
a deal at “freeze for freeze”—essentially no new additional sanctions on 
top of where things now stand if they freeze at 5%. 
Can Ahmadinejad deliver? Uncertain. Iran is already in its electoral 
season, and he is a lame duck with only nine months remaining in office. 
On the other hand, if they are feeling the pressure and pain, which I am 
confident they are, if this hardliner could reach an agreement that they can 
plausibly market as de facto recognition of their right to enrich to 5%, 
maybe? 
If Ahmadinejad cannot do business, that would mean waiting until the fall 
of 2013 as a new government gets organized there, which probably pushes 
us into 2014. Long before that, the centrifuges at Qom will be spinning to 
produce the first bomb equivalent of 20% enriched uranium, and the 
second, and the third. The driver of missed opportunities over the past 
decade has been the painful fact that politics and reality ride on trains 
moving at different speeds. 
Is the time ripe? With pressure and pain mounting, when is it appropriate 
to seek agreement? That is way above my pay grade. 
How feasible in the last inning of a campaign? I may be presumptuous, 
but not presumptuous enough to offer judgments to you about politics. 


4. In sum: for what it’s worth, I hope a “non meeting” can be arranged to clarify what 
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United States Department of State 


Washington, D.C. 20520 


UNCLASSIFIED December 24, 2015 


TO: DS — Gregory B. Starr 
b6 per DOS 


FROM: IRM/OPS ~ Jerry Horton, Actin| 


SUBJECT: IRM Response to the Federal Bureau of Investigation’s Request for 
Production of Records 


IRM is pleased to provide this memorandum in response to inquiries 
received from the FBI, which were transmitted to the IRM Bureau by the Bureau 
of Diplomatic Security, regarding the identification, preservation and production of 
email messaged for several named individuals. 


The FB] sent separate and unique requests for information to DS on 
December 11 (Tab 1} and December 4 (Tab 2). DS consolidated the two FBI 
requests in a memorandum sent to IRM on December 14 (Tab 3). IRM received an 
additional memorandum from DS on December 17 (Tab 4) requesting, on behalf of 
the FB1 (Tab 5), a further mailbox search be conducted on an individual not 
identified in the December 11 memorandum. 


The December I 1 memorandum instructions have several parts. The first 
piece asks IRM to provide DS.an export of all ClassNet and JWICS mailboxes and 
personal storage folders existing for: (a) Hillary Clinton; (b) Jake Sullivan; (c) 
Chery! Mitts; (d) Huma Abedin; and ce the period of January 
21, 2009 to February 1, 2013. The second element directs IRM t 
OpenNet, ClassNet, and JWICS email messages sent to, or from 
for the period of January 21, 2009 to February 1, 2013. Finally, copies of the 
OpenNet, ClassNet, and JWICS email messages discovered sent to, or from, 


for the period of September 21, 2009 to October 19, 2009 be 
provided to the FBI via DS. 
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The request outlined in the December 17 instructed IRM to provide an 
export of all OpenNet, ClassNet, and JWICS mailboxes and personal storage 
folders from the account of sifor the period of January 21, 2009 
to February 1, 2013. 
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Unclassified 


IRM conducted searches in accord with the instructions provided in the two 
memorandums from DS and cross referenced the requirements against the 
December 15, December 1] and December 4 memorandums authored by the FBI. 
The scope of IRM’s search was executed through the consolidated system, which 
is managed and accessible by IRM. The IRM search yielded information that 
OpenNet and ClassNet mailboxes exists on S Bureau servers for Cheryl Mills and 

IRM does not have access to these mailboxes. S/ES b6 per Dos 

information technology staff manages the S bureau servers and data residing on the 
equipment. Data pertaining to the other individuals was not discovered: r a 


Clint a) Jake Sullivan; (c) Huma Abedin; (g[ and e 


Attachments: 
Tab 1 - December 11, 2015 Letter to DS from the FBI 
Tab 2 ~ December 4, 2015 Letter to DS from the FBI 
Tab 3 — December 14, 2015 Letter to IRM from DS 
Tab 4 — December 17, 2015 Letter to IRM from DS 
Tab 5 — December 15, 2015 Letter to DS from the FBI 
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IRM/OPS - Glen H. Johnson 
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TO: S/ES — Joseph E. Macmanus 
TNR — Daniel B. Smith 
IRM — Steven C. Taylor. 
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FROM: DS ~ Gregory B. St: 
SUBJECT: Federal Bureau of Investigation Request for Production of Records 


The Department of State is in receipt of another letter from the Federal 
Bureau of Investigation (FBI) dated December 15, 2015, attached, seeking the 
production of certain email records. Specifically, the FBI is requesting the 
production of all OpenNet, ClassNet, and JWICS email messages sent to or from 
one named individual for the time period January 21, 2009 to February 1, 2013 
which are relevant to the setup, operation, or maintenance of former Secretary 
Clinton’s private email server. 


S/ES, INR, and IRM are hereby requested to search for and provide to DS an 
export of all OpenNet, ClassNet, and JWICS mailboxes and personal storage 
folders (Outlook PST files, personal network drives, or otherwise) from the 
accounts of the named individual for the specified time period. For each such item 
provided to DS, please identify the relevant user’s full name as weil as the system 
from which the item originated. In addition, if emails, mailboxes, or personal 
storage folders cannot be produced for any of the individuals due to technical or 
other means, please provide the relevant details to DS. 


Should any relevant materials be found, please contact Diplomatic Securit pe Pee es 
Front Office Executive Asis Per 
LC Please provide all records to DS by January 6, . 
Attachment: 
As stated. 
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UNCLASSIFIED December 14, 2015 


TO: S/ES - Joseph E. Macmanus 
TNR - Daniel B. Smith 
IRM - Steven C. Taylor 


b6 per DOS 


FROM: 


SUBJECT: Federal Bureau of Investigation Request for Production of Records 


The Department of State is in receipt of two letters from the Federal Bureau 
of Investigation (FBI) dated December 4, 2015 (Tab 1) and December 11, 2015 
(Tab 2) seeking the production of certain email records. Specifically, the FBI is 
requesting the production of all ClassNet and JWICS email messages sent to or 
from the five naméd individuals in Tab 1 for the time period January 21, 2009 to 
February 1, 2013, and the preservation of all OpenNet, ClassNet, and JWICS email 
messages sent to or from the individual named in Tab 2 from January 21, 2009 to 
February 1, 2013. Finally, the FBI requests copies of all OpenNet, ClassNet, and 
JWICS email messages sent to or from the individual in Tab 2 for the period of 
September2], 2009 to October 19, 2009. 


S/ES, INR, and IRM are hereby requested to search for and provide to DS an 
export of all ClassNet and JWICS mailboxes and personal storage folders (Outlook 
PST files, personal network drives, or otherwise) from the accounts of the 
individuals for the specified time period, For each such item provided to DS, 
please identify the relevant user’s full name as well as the system from which the 
item originated. In addition, pursuant to the FBI’s request, if emails, mailboxes, or 
personal storage folders cannot be produced for any of the individuals due to 
technical or other means, please provide the relevant details to DS. 


Should any relevant mater} ntact Diplomatic Securit 
Front Office Executive Assistan’ 
Please provide all records to DS by December 24, 2015 2015. 


Attachments: 
Tab 1 ~ December 4, 2015 Letter 
Tab 2 ~ December 11, 2015 Letter 
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From: Lor stato" 
Sent: fonday, January 04, 2016 4:1 re per FBI, per DOS 
To: ne oY) ¢ per FBI, per DOS 


Ce: Hance, Ruta A. (CD) (FBI); Hance, Ruta 
Subject: FW: IRM Response to Search Request 
Attachments: TAB 1 - 2015 12 11 Preservation and Production Request.pdf, TAB 2 - 2015 12 04 FBI 


Production Request.pdf, Tab_3_2015 12 40 FBI Production of Records - SES INR IRM.pdf; 
Tab_4_2015 12 17 FBI Production of Records - SES INR IRM (2).pdf, Tab_5_2015 12 16 FBI 
Production Request.pdf, 2015_12_24_IRM_to_DS_Search_Response.pdf 


Please see attached from the Ds Front Office. 
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Sent: Monday, January 04, 2016 3:55 PM 


To: 
Cc. 


Subject: FW: IRM Response to Search Request 


Good Afternoon] | b6 per DOS 
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Please pass this to the FBI team. Thanks. 
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Ce: Kiah, Kevin R; De Lucia, Allen J b7C per DOS 
Subject: IRM Response to Search Request 
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Attached is the IRM response to DS’ request sent to our bureau on December 17 and 14. 


Privacy/PII 
This email is UNCLASSIFIED. 


HRC- 7840 


ALL INFORMATION CONTAINED b6 
HEREIN 18 UNCLASSIFIZEU 


co bIC 
DATE 10-19-2017 ay[__idvsice 


| A3¢ 


FD-340 (Rev. 4-11-3 63 
File Number “PB S.PECY bIE 
, Field Office Acquiring Evidence VAI w > 


i 
Serial # of Originating Document 4® : 


Date Received 1 [222 1G 


From Tee teat ee Sere 


{Name of Contribular/inicrviewee) 


(Address) 


{City and State) ‘ 
bé 


bic 
By 

To Be Retumed [J] Yes AS No 

Receipt Given [1 Yes gh No 


Grand Jury Material - Disseminate Only Pursuant to Rule 6 {e) 
Federal Rules of Criminal Procedure 


O Yes AI No 
Federal Taxpayer Information (FTI) 


© Yes JaNo 
Mirycoase CW 


Reference: 


(Communication Enclosing Material) 


Description: o Original notes re interview of 


PRESTR Fees Heou, — 


[Ao 


HRC- 7841 


‘ b6 
ALL FBI INFORMATICN CONTAINED pag 
HEREIN IS UNCLASSITIEZD 201517973 


DATE 12-Z1-Z016 BY NSICG United States Department of State 


Washington, D.C. 20520 


UNCLASSIFIED December 21, 2015 


MEMORANDUM FOR GREGORY G. ST. S) 


bé6 per DOS 


FROM: S/ES — Joseph E. Macmanu 


SUBJECT: Federal Bureau of Investi: uest for Production of Records 


Per your request, the Executive Secretariat’s Office of Information 


Resources Management -IRM) will provide Diplomatic Security Executive 
Assistant] all ClassNet mailboxes and personal storage folders 
(Outlook ales, personal network drives) from the state-gov accounts of Jake a6 per DOS 


Sullivan, Chery! Mills, and Huma Abedin for the time period of January 21,2009 »7¢ per Dos 
to February 1, 2013. Please be advised that Hillary Clinton did not have 
ClassNet mailbox or personal storage folder. Please also be advised tha 
was not supported by the Executive Secretariat’s Information Resources 
Management Office during his employment with the Department of State and 
therefore had no account with S/ES-IRM. The referenced records will be provided 
on thumb drives, and each item is identified with the relevant user’s full name and 
a description of the contents. Regarding your request for preservation of all 
OpenNet and ClassNet email messages for these former employees, please be 
advised that the Department of State preserves such records as standard policy. 


Further to your request, the Office of Executive Secretariat Staff (S/ES-S) 
conducted a search of the OpenNet and ClassNet email accounts of Jake Sullivan, 
Chery] Mills, and Huma Abedin, as well as the clintonemail.com messages of 
Hillary Clinton that are in possession of the Department of State, using the 
following search parameters and found zero documents: 


SEARCH PARAMETERS: 


Date Range: 09/21/2009 ~ 10/19/2009 


UNCLASSIFIED 
HRC-7842 


UNCLASSIFIED 
-2- 


Email accounts searched: 
¢ Jake Sullivan, Huma Abedin, Cheryl Mills, and Hillary Clinton 


b6 per DOS 


Please direct follow-up questions to Karin Lang a 
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PHONE fil cas"28 i! TAKEN BY: HRC-7846 


Johnson, Myreda K 


Subject: FW: Files to copy 


OpenNet SBU Mail Files and Personal Folder Files 


CR-FOIA Mail Review\Senior Officials Mail Files (66.4 GB) 
e Abedin, Huma {S}— OpenNet PST Mail (19.4 GB} 
« Mills, Chery! D (S}- OpenNet PST Mail (12.3 GB} 
e Sullivan, Jacob J (SP} -OpenNet PST Mail (34.7 GB} 


CR-FOIA Mail Review\Senior Officials P Drives (732 mb) 
@ Abedin, Huma ($}- OpenNet Files (17.5 mb) 
« Mills, Cheryl D (S} —- OpenNet Files (692 mb} 
¢ Sullivan, Jacob J - OpenNet Files (22.6 mb} 


ClassNet High Side Mail Files and Personal Folder Files 


CR-FOIA Mail Review\Senior Officials Mail Fites (9.15 GB) 
@ Abedin, Huma (S}—ClassNet PST Mail (2.37 GB) 
* Mills, Cheryl D (S)— ClassNet PST Mail (5.93 GB} 
« Sullivan, Jacob J (SP) - ClassNet PST Mail (848 mb) 


CR-FOIA Mail Review\Senior Officials P Drives (16 mb) 
« Abedin, Huma (S} — ClassNet Files (0 mb} 
¢ Mills, Cheryl D (S} — ClassNet Files (930 mb) 
« Sullivan, Jacob J - ClassNet Files (15.2 mb} 
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U.S. Department of State 
Bureau of Diplomatic Security 


-EVIDENCE RECEIPT/CHAIN.OF. CUSTODY... .. - _ 
{CYBER SECURITY INCIDENT PROGRAM) 


Date Received (mni-dd-yyyy) Time Received (hh:mm am/pm) Other Gepartment Case Number CSIP Case Number 
12-22-2015 PI- 00-US- 1S. 62 
Address Where Property Seized (Give exact location where property was located) Incident Code 
HST Building, 2201 Cst NW Washington DC 
Person Suspected of Incident Address: City State Telephone Number 
N/A N/A 


Employee's Parent Agency (FTE, Contractor, LES, MOH, EFM, Tenant Agency) 


E] Seized Property (1) 12Fams90 ([]_ 008 Warning Banner 
0 Voluntarily Abandoned Other (Specify) Data Collection Request : ; 
item Number | Quantity Description Evidence Label Number 
I 1 Unclassified Thumbdrive with requested OpenNet data 
2 1 Classified Thumbdrive with requested ClassNet data 


Thereby acknowledge that the above list repre: 
Received From (Print Name) 


| performance of my duty. 


Date (maf da-yyy) 
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‘Signature Time (hh.mm am/om) 
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Received By (Print Name) Reason Date (mm-dd-yyyy} 
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DATE 12-21-2016 a __isice 


From Cd «BS Poe PRE, pores 
Sent: ursday, January 14, 2016 2:37 PM b7C per FBI, per DOS 
To: 

Ce: <<, Clarence N; Lang, Karin we 


Subject: FW: LHM for record preservation and production 
Attachments: DOS_LHM 11Dec15.pdf 


Good Afternoor | 


Please see response from $/ES-S on the Dec 11" request. Please advise if you can narrow the scope of the search 
request. Thanks. . 


Executive Assistant b6 per DOS 
Bureau of Diplomatic Security b7C per DOS 
Office of the Assistant Secretary 

Tel} 

Email 


SBU 
This email is UNCLASSIFIED. 


From: Lang, Karin M 

Sent: Thursday, January 14, 2016 10:27 AM - t 

To pustnFerguion, Kathleen T ; b6 per DOS 

Cc: Finney, Clarence N; Gittleson, Brett A; Lawrence, Thomas W b7C per DOS 

Subject: FW: LHM for record preservation and production ' 

Third email of the morning. We also haven't previously received this request. This request is so broad it is not 
actionable and we suggest going back to FBI to suggest limiting to correspondence betwee! land certain 
individuals with Department email accounts. For example, we could search PSTs of Abedin, Mills, and Sullivan pretty 


easily. However, we can’t search all POEMS customers. 


Thanks for guidance. 


Sent: Tuesday, January 05, 6 6:55 PM 


To: Kiah, Kevin R; Jammes, Trey; Austin-Ferguson, Kathleen T; Johnson, Glen H; Finney, Clarence N; Lang, Karin M; 


Cc 


Subject: FW: LHM for record preservation and production b6 per DOS 
b7C per DOS 


Executive Assistant 


HRC-7892 


Bureau of Diplomatic Security 
Office of the Assistant Secretary . 
Tel b6 per DOS 


Email b7c per DOS 
SBU 


This email is UNCLASSIFIED. 


Fro 


Sent: Friday, December 11, 2015 2:17 PM 
To 


Cc: Hance, Ruta A 
Subject: LHM for record preservation and production 


b6 per FBI, per DOS 
b7C per FBI, per DOS 


Per our discussion yesterday, | am attaching a new LHM requesting the preservation and production of records related 


tol —id Please confirm receipt of this email. 


Thank you and have a nice weekend. 


no 
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DATE 12-21-2016 ef _pestes 


'WF)(FBI 
state.sgov.gov] 


7 Friday, January 29,2016 1:01 PM 
Subject: 7 request -—— ASSIFIED/BOUS- 


Thankd___ | Received. See you Monday. LE] 


b6 per FBI, per DOS 
b7¢ per FBI, per DOS 


Executive Assistant 
Office of the Assistant Secretary 


Bureau of Diplomatic Security ~~” 
Tel 
Email 


From| 


Sent: Thursday, January 28, 2016 3:38 PM - : b6 per FBI, per DOS 
To| (MFO) : b7C per FBI, per DOS 


Subject: LHM Request --- UNCLASSIFIED//FOUC- 


Classification: UNCLASSIFIED/FQUO- 


TRANSITORY RECORD 


H : : b6 per FBI, per DOS 
. : bIC 


Please find another LHM request attached. It is our understanding that the requested documents were physically couriered from the 
NSC.to DoS on, or about, 10/04/2009... am happy to provide additional context to the request on Monday., . 


Thank you, 


a 


Classification: UNCLASSIFIED/PFOCG 
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This email and any files transmitted with it are confidential and intended solely for the use of the individual orentity to whom they are 
addressed. If you have received this email in error please notify the system manager. 


This footnote also confirms that this email message has been swept by MIMEsweeper for the presence of. computer viruses, 
Wwww.mimesweeper.com 
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ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIZIEZD bé 


UNCLASSIFIED DATE) a2 21-20is.py[,—_Netee Ris 


February 17, 2016 


bE 
q " ‘* bICc 
(name) took possession of the following material 


ent of State on Fes Z, Zeige (date), classified 
SBU: 


1, Memorandum from S/ES Joseph E. Macmanus to DS Gregory B. 
Starr (document Unclassified) 

2. Watch Log — Friday, June 17, 2011 (document classified 
SECRET/NODIS) 

3. Watch Log Explanations — Friday, June 17, 2011 (document 
classified SECRET/NODIS) 


as ae | 


Badge: 
Signed (releaser): 


Badge: 


b6 per FBI, per DOS 
b7C per FBI, per DOS 


UNCLASSIFIED 
HRC-7908 


ALL TBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 


DATE 12-21-2018 BY be 
United States Department of State 


Washington, D.C. 20526 


February 10, 2016 
(UNCLASSIFIED when separated from attachment) 
MEMORANDUM FOR: DS - Gre rr 


FROM: S/ES — Joseph E. Macma: vee 


SUBJECT: FBI Request for Producti ds: Operations Center Records 
for June 17, 2011 


The Department Operations Center (S/ES-O) performed a search for records 
of any documents that were transmitted to the Secretary of State on June 17, 2011. 
Two documents are attached which relate to facsimile logs for the referenced date: 


The Watch Log, which is the official record created by the shift. 
The Watch Log explanations, which is an e-mail sent to the Executive 
Secretary with additional detail for use in providing briefings to Department 


principals. 


Please note that the Operations Center does not retain copies of specific documents 


b6 
b7c 


transmitted by fax. b6 per DOS 


. C 
Please direct follow-up questions to Douglass Benning A 


Attachment: 
Watch Log - Friday, June 17, 2011 . 
Watch Log Explanations - Friday, June 17, 2011 : 


HRC-7909 


Approved: S/ES — Joseph E. Macmanus 
Drafted:  S/ES-S — Clarence Finney 


Cleared:  S/ES-O - Douglass Benning 
S/ES-S - Karin Kang 
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ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED v6 


CATE 12-21-2016 mf _speszee prc 
UNCLASSIFIED /#POue- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 2 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Requests employment and clearance information for previously 
identified individuals. 


{U//£O0G} This LHM is in response to the U.S. Department of 
State (DoS) memorandum dated February 26, 2016,. regarding the FBI’s 
February 12, 2016 request to use classified DoS documents during 
upcoming interviews. 


(U/APOUC}+ As offered in the DoS memorandum, the FBI kindly 
requests any available information on the employment status and 
clearances of any of the 74 previously identified individuals who 
were DoS employees at the time in question. 


(U/ APe8e+_Please direct all i iri ding this request to 


Peter Strzo 

Section Chie 

Counterespionage Section 
oo 


UNCLASSIFIED//#POveE— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is ioaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8042 


ALL FBI INFORMATICN CONTAINED 
HEREIN I§ UNCLASSIZIEC 
UATE 12-21-2016 BY 


UNCLASSIFIED /#FOue— 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 2 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Requests an official copy of DoS Cable MRN: 11State65111, 
Date: June 28, 2011, Subject: Securing Personal E-mail Accounts 


(U/APoue}+ Pursuant to the FBI’s ongoing investigation into the 
potential compromise of classified information, the FBI requests an 
official copy of the following Department of State (DoS) cable: 


MRN: 11 State 65111 
Date/DTG: June 28, 2011 
Subject: Securing Personal E-mail Accounts 


(U/APevey_Please direct all inquiries regarding this request to 


bre 
Sincerely, 4 


\ 


Peter Strza 
Section Chie 
Counterespionage Section 


oo 


UNCLASSIFIED/ Areve— 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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" b3 


b75 


ALL SBI INFORMATION CONTAINED b6 
HEREIN IS UNCLASSIFIED 


DATE 12-21-2015 ef estes bic 


United States Department of State 


Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C. 20520 


UNCLASSIFIED April 8, 2016 


TO: FBI — Peter Strzok 
b6 per DOS 


FROM: DS — Gregory B. Sta 


SUBJECT: Provision of Upgraded Secret and Confidential E-mails to the Federal 
Bureau of Investigation 


The Department of State is in receipt of the letter from the Federal Bureau of 
Investigation (FBI) dated October 23, 2015 (Tab J), requesting a classification 
review of the approximately 8,500 documerits on a DVD previously provided to 
the Department of State. 


Based on guidance provided in a telephone conversation on April 5, 2016, 
the Department of State understands that PDF copies in Justice View (i.e., 
redactions are noted but the information is still visible) of all SECRET and 
CONFIDENTIAL e-mails upgraded and subsequently released in response to 
Freedom of Information Act requests are partially responsive to the FB]’s October 
23, 2015 request. The PDF copies in Justice View were passed from Diplomatic 
Security to the FBI on a DVD on April 7, 2016 (Tab 2). 


Attachment: 
Tab 1 — Letter from FBI dated October 23, 2015 
Tab 2 — Acknowledgement of Receipt, April 7, 2016 


UNCLASSIFIED 


HRC-8063 


Approved: DS/FO 


b6 per DOS 
Drafted: DS/FO b7C per DOs 
Cleared: M-— KAustin-Ferguson (ok) 
A- EStein (ok) 
L/M/DS-  KGleeson (ok) 


HRC-8064 


ALL FBI INFORMATION CONTAINED 
HEREIN 15 UNCLASSIELED 
DATE 12-21-2018 mY __‘(Nstes 


UNCLASSIPIED/ /FEve— 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 23 October 2015 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Charles H. Kable IV 


Section Chief 
Counterespionage Section 


Subject: Classification Review and Determination Request 


{U//Foue) In July 2015, the PBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 


{U/7PEUVET The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


{U/APOBO} The FBI respectfully requests the DoS ‘conduct an 
official classification review and determination of the related 
documents contained on the accompanying DVD. 


(U/ABO8e}+ The FBI understands that DoS may have previously 
received similar, separate requests from other entities for an 
official classification review and determination for some or all of 
the documents contained on the enclosed DVD. In order to ensure 
consistency, the FBI requests DoS to de-conflict its response to this 
FBI request with any previous classification determination responses 


UNCLASSIFIED/ /rove— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


“HRC-8065 


b6 
BIC 


UNCLASSIFIED//Feve— 


related to these documents, and to provide the FBI the same 
classification determinations. The FBI requests DoS to provide as’ 
soon as possible any previously rendered official classification 
determinations of documents related to this matter, to include any 
classification determinations of documents related to the 
@clintonemail.com domain that are not contained on the attached DVD. 
The FBI requests DoS to provide. classification determination 
responses to the FBI on a rolling basis as they become available. 


(U//PO8e}-The enclosed DVDs each contain a ReadMe.docx file, 
which provides an explanation of the files contained on the DVD. The 
DVD also contains a Microsoft Excel spreadsheet titled Classification 
Review Response Tracker to assist your agency with tracking and 
responding to this classification review and determination request. 
The documents for review are listed in the FileLbist.xlsx spreadsheet 
and are contained in the Items folder. The Items folder is further 
explained in the aforementioned ReadMe.docx file. In the event DoS is 
aware of any equities belonging to other US Government agencies 
contained in documents provided as part of this request, the FBI 
requests DoS to identify those other US Government agencies in the 
“Notes” section of the enclosed spreadsheet. 


(U/AFeve}—The FBI may contact you in the future to ask you to 
prioritize the review of certain items provided as part of this 
request. 


_ (U/ARQUG} You are requested not to disclose the existence of 
this inquiry, other than as necessary for compliance; disclosure may 
jeopardize the confidential nature of the FBI’s investigation. 


{U//FOU0}+ Please direct all_ingquiries regarding this request to 
special agent>_ ee 


Sincerely, 


Wz 


Charles H. Kable IV 
Section Chief 
Counterespionage Section 


oo 


UNCLASSIFIED/ ARGve 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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‘United States Department of State 


Assistant Secretary: of State 
for Diplomatic Security 


Washington; D-C. 20520 


‘ April 22, 2016 
(UNCLASSIFIED when separate from.attacliments) 


| 
TO: FBI — Peter Strzok: 
| 


b6 per DOS 


FROM: DS — Gregory B, Stai 


SUBJECT: Federal Bureau of Investigation Request for Tab | and Tab 2 
referenced in the March:2009:Memorandum “Use. of Blackberries in 
Mahogany Row” ! 

_ The Department of State is in receipt of the letter from the Federal Bureau of 
Investigation (FBI) dated.April 18, 2016 (Tab 1), requesting Tabs | and 2 of the 
March 6, 2009 memorandum.titled “Use of Blackberriés in Mahogany Row:” The 
filé copy of the memorandum is attached (Tab.2). ! 


Attachments: 
Tab |.— FBI letter dated April 18, 2016 
Tab 2.— March 6, 2009 Memorandum titled “Use of ‘Blackberries in’ 
Mahogany Row” 


(UNCLASSIFIED when. separate; from attachments) 


| HRC-8069 


’ bé per DOS 
bIC per DOS 


Approved: DS/FO 
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ALL PBI INFORMATION CONTAINED ra Lon; 
HEREIN 13 UNCLAS: b6 ivi 
DATE 05-16-2023 od | NsIte b7C , . 


“0 | 
FILE COPY. Washington, D:C. 20520 | 

www.stale.gov : 
| 


United States Departntent of State 


3 5 b6 per DOS : 
DECL: WOz/2019 tre pes ee MAR 6 2009 : 
. INFORMATION MEMO FO ‘LL.D. MILLS ~ § } 
Wi ! : lassified by DAS, A‘GIS on 2! TATDODS “Class 
i} ~—s FROM: ~—sdDSE- Eric J. Boswe. ONFIDENTIAL -- Reason: 1.4;(c), (€), (g) - 
: | eclassify on: 2/24/2038 


I , 
SUBJECT: Use of Blackberries in Mahogany Row 


F evo 
with the use of Blackberries i in the ukogcy Ro 
the convenience their use.can add to staff that 


ahogany Row might set as we strive to 
promote ficial! security practices and enforce important security standards among 
State Department staff. i 


As an Svat, we suggest that DS work with S/ES-IRM to make access 
to'the Secretary’s OpenNet account on her desktop workstation as easy and | 
convenient as possible. For example, we are happy to work with IRM. to lengthen 
or even eliminate the time-out function to allow the Secretary's Special Assistant : 
to log-on to review her emails and schedules. a 
yf hile we cannot recommend using Blackberries inside the Mahogany Row 
f> [_t do not want to stand in the way of issuing Department Blackberries to 

@ Secretary and her senior staff for use outside Mahogany Row. Those | x 
Blackberries can be synchronized with your OpenNet Microsoft Outlook accounts,. 
provide full cellular, e-mail, and intemet functionality, and provide unclassified 


mobile technology when you are away from Mahogany Row. a 


I cat stress too.strongly, however, that any unclassified Blackberry i is 
highly vul erable in any setting to remotely and covertly monitoring conversations, 
retrieving e-mails, and exploiting calendars. I am attaching reports from DS’s 


Classified by: Tic J. Boswell 


bl per DOS 


HRC-8074 


bl per DOS 


If, after considering the vulnerabilities that I describe above and the 
alternatives that I propose, the Secretary determines that s 


Attachments: 


Tab 1 — Excerpts from DS/CS/CTAD Reports on Blackberry Vulnerabilities 
Tab 3 = 


Tab 4 — Washington. Post Article: “Your Cell _ Your Berry: Tools for the 


Enemy” 


oama’s.Phone Security and Yours” 


CO AL v 


i 
| 
I 
i 
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DS/DSS — G.Starr (ok 
DS/SI/CS 
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M ~ J.Stellingwerf (ok) 
IRM — C. Wisecarver (ok): 
S/ES-IRM - J. Bentel (ok) 


S/ES-IRM ‘= M. Horowitz (ok) 
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UNCLASSIFIED/ /Feve— 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 31 May 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 


Counterespionage Section 


Subject: Request for Information Concerning @State.gov_ email Accounts. 


(U/APOBO} Pursuant to the FBI’s ongoing investigation into the 
potential compromise of classified information, the FBI requests 
information concerning the creation, purpose, users, and dates of 
operation of the following two @State.gov email accounts: 


SSHRC@State. gov 
SMSGSE@State.gov 


(U/ FPOUO+_Please direct all i iri ding this request to 


Peter Strzok 
Section Chief 
Counterespionage Section 


oe 


UNCLASSIFIED/ /Foue- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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ALL FBI INFORMATION CONTAINED b6 


BEREIN TS UNCLASSIFIED bic 
CATE 12-22-2014 BY NeIce 
(WE) (FBI) 
From: 
Sent: 
To: 
Subject: 


b6 per FBI, per DOS 
Thanks! No hard copy necessary. b7C per FBI, per DOS 


= = 


Bureau of Diplomatic Security 
Office of the Assistant Secretary 


This email is UNCLASSIFIED. 


From: 

Sent: , 2016 10:01 AM 

To . b6 per FBI, per DOS 
Subject: LHM as Requested b7C per FBI, per DOS 


[| 


i received the attached signed LHM back from management shortly after | responded to your email from this morning. | 
am happy to provide a hard copy if needed. Thanks again for the quick turnaround in coordinating the response. 


Respectfully, 


| Pé 
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UNCLASSIFIED/ +P6ue- 


U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 1 June 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Request for March 2011 DS Memorandum on Cybersecurity 
threats 


(U/ MPOUO} Pursuant to the FBI's ongoing investigation into the 
potential compromise of classified information, the FBI requests a 
copy of the March 11, 2011 memorandum, and attachments, regarding 
cybersecurity threats. The memorandum was sent from the Assistant 
Secretary for Diplomatic Security to Secretary Clinton and is 
referenced on page 33 of the May 2016 Office of Inspector General 
report titled “Office of the Secretary: Evaluation of Email Records 
Management and Cybersecurity Requirements.” 


(U/ H#POBE+ Please direct all i iri ding this request to 


Peter Strzo 
Section Chief 
Counterespionage Section 
oo 


UNCLASSIFIED/ ¢®@uo- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not. 
to be distributed outside your agency. 
HRC-8102 


ALL FBI INFORMATION CONTAINED 
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DATE 1i-z2-gols ay[_—«|Nsice Bye 


United States Department of State 


Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C, 20520 


June 1, 2016 
(UNCLASSIFIED when separate from attachments) 


TO: FBI — Peter Strzok 


b6 per DOS 


FROM: DS - Gregory B. Stai 


SUBJECT: Federal Bureau of Investigation Request for March 2011 DS 
Memorandum on Cybersecurity threats 


The Department of State is in receipt of the letter from the Federal Bureau of 
Investigation (FBI) dated June |, 2016 (Tab 1), requesting the March 2011 DS 
Memorandum on Cybersecurity threats referenced on page 33 of the May 2016 
Office of the Inspector General report titled “Office of the Secretary: Evaluation of 
Email Records Management and Cybersecurity Requirements.” The requested 
memo and the attachment is attached (Tab 2). 


Attachments; 
Tab 1 — FBI letter dated June 1, 2016 
Tab 2 — March 11, 2011 Information Memo for the Secretary 


(UNCLASSIFIED when separate from attachments) 


HRC-8103 


Approved: 
Drafted: 


Cleared: 


DS/FO b6 per DOS 
b7C per DOS 

DS/FO 

M- KAustin-Ferguson (info) 

L- RVisek (info) 

L— KGleeson (info) 


HRC-8104 


ALL FBI INFORMAT: be 
HEREIN 18 UNCLASSIZ 


DATE G§-16-2023 ay[_sdstce bIC 


ERR wal 

FILE Gury 
United Siates Department of State 
Washington, 2.C. 20520 


Wwusne sraze.gov 


DECL: 02/22/2026 wen 1 yer 
INFORMATION MEMO FO SECRETARY 
lassification extended on 3/13/2023 by Geoffrey b6 
FROM: DS — Eric J. Boswe ‘¥ Chapman, Senior Reviewer, A/GISAPS — bIC 
eclassify on 2/22/2036 


SUBJECTASS/REL) Compromise of Officials’ Personal E-mail Accounts 
SGREE} Threat analysis by the DS cyber secur 


bl per DOS 


as Attachment: 


Personnel Targeted b: as known 2/28/2011) 


Classified by: DS, Assistant Secretary Eric J. Boswell 
E.O, 13526, Reasons: 1.4 (e) and (g) 


cee - _— . HRC-8105 


Drafted: DS/SI/CS/CTAD = b6 per DOS 
(After hours POC b7C per DOS 


Approved: DS Assistant Secretary ~ Eric J. Boswell 


Cleared: 


bé per DOS 


D(S) — A.Cook (ok) 
D(L) — E.Meier (ok) 
P- A. Wells (ok) 

S/P — E.Lacey (ok) 
M-— T.Bur! (ok} 

G ~ E.Richardson (ok) 
IRM — S.Swart (ok) 

E —J.Duncan (info) 

T — J.Kirschner (ok) 
INR — JDinger, CBrown (ok) 
S/CCI — C.Painter (ok) 


ae - a a _ . HRC-8106 


TAB 1 


_ HRC-8107 


ALL FBI INFORMAT: 
HEREIN 18 UNCLASSIZ 


DATE G§-16-2023 ay[ «| ssrce. bic 


bl per DOS 


lassification extended on 3/13/2023 by Geoffrey W. Chapman, Senior 
eviewer, A'GISAPS -— Declassify on 2/22/2036 
a - ea ~ _ -HRC-8108 


ALL INFORMATION CONTAINED b6 


HEREIN 18 UNCLASSIFLE BIC ' 
19-2017 pirates 
DATE 10-19-2017 BY ns BEL 


FD-340 (Rey. 4-11-03: b3 
File Number b7E 


Field Office Acquiring Evidence _ \ISETD 


Serial # of Originating Document t { 


Date Received ) AS 3, Zef & 
From i EST of SRE 


(Name of Contribitor/Interviewee) 


(Address) 
‘ity and State} be 
b7Cc 
By 
To Be Retumed [7 Yes ET No 
Receipt Given [1 Yes cae No 


Grand Jury Material - Disseminate Only Pursuant to Rule 6 {e} 
Federal Rules of Criminal Procedure 


O Yes AT No 
Federal Taxpayer Information (FTI) i 
‘ O Yes No | Ab 


NVDYGAS. Extn, 


Reference: 


(Communication Enclosing Material} 


Description: O Original notes re interview of 
2d Cis Foe. “PeS Supe SS Conch WD 
2 4 Cth. POC. “Dad wome ont Seis Comms eapueil 


HRC-8109 


ALL FRI INZORMATION CONTAINED 
HEREIN 13 UNCLASSIZIEL b6 
DATE 12-22-2016 sy[_sdsice: b7c 
UNCLASSIFIED/ /+POu6- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 3 June 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Request for 2009 memorandum from IRM regarding communication 
equipment in the Secretary's residence. 


(u//Pe8e} Pursuant to the FBI’s ongoing investigation into the 
potential compromise of classified information, the FBI requests a 
copy of the 2009 IRM memorandum regarding communication equipment in 
the Secretary’s residence. The memorandum is referenced on page 255 
of the transcript of Cheryl Mills’ May 27, 2016 deposition. Based on 
this transcript it is believed that us nay have 
been a party to the memorandum in question. . b6 per DOS 
bIC per DOS 


(U/+4 i 1 inguiries regarding this request to bé 


Sincerely, 


Section Chief 
Counterespionage Section 
oe 


UNCLASSIFIED/ -2eue- 


This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
HRC-8111 


BLL INSORMATION CONTAINED 


DATE 10-19-2017 


HEREIN 18 UNCLASSIEL) 
ES NSICG, 


bic 


QO OQ) 


FD-340 (Rev. 4-1 1-03) 

File Number [i PRES PRO 
Field Office Acquiring Evidence _ “TD 

Serial # of Originating Document g g 

Date Received 7-34 -)b 


From 
‘ontributor/Interviewee) 


Dos 
uSpns | DSS b6 per FBI, per 
u {Address} 


bIC per FBI, per DOS 
Wash agi Dt 
g : 


B7E 


By 


To Be Retumed [J Yes 


TWN 
Receipt Given \p Yes Be 
Grand Jury Material - Disseminate Only Purgaant to Rule 6 (e) 
Federal Rules of Criminal Procedure 
O yes Ebno 
Federal Taxpayer Information (FT1 


[Abt 


0 ves Bono 
Title: 
Msdiyear Exawe 
Reference: 
(Communication Enclosing Materialy 
Description: [] Original notes re interview of 


Dup powided in responce ty a January 14,2010. | 


reannest foe paducrm of atlol the emule x 
Huma- Abed ta provided 4o_bas fm her peed 


Cries Occmet AS parr of +ne FoiA proles¢ 


HRC-8119 


ALL FBI INFCRMATICN CONTAINED 
HEREIN I$ UNCLASSIFIED bé 
DATE 12-22-2018 By[__jstos BIC 


United States Department of State 
Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C. 20520 


July 25, 2016 
SENSITIVE BUT UNCLASS]FIED/EAW-ENFORCEMENT SENSHEPYE— 


TO: FBI — Peter Strzok 


b6 per DOS 


FROM: DS - Gregory B. Sta 


SUBJECT: (SBU/EES}Request tor Production of E-mails from Huma Abedin’s 
Personal E-mail Account 


(SBU/LES}The Department of State received the FBI’s January 14, 2016, 
request for production of all of the e-mails Huma Abedin provided to the 
Department of State from her personal e-mail account as part of the FOIA process 
(attached). Please find digital copies of the three document productions the 
Department received on behalf of Ms. Abedin enclosed on the DVD: 


State Lot File 2015D0791'(1 document)" FF ee 


State Lot File 2015D0790 (1 document) 
State Lot File 2015D0779 (6,716 documents) 


Attachment: 
Letter from FBI dated January 14, 2016 


Enclosure: 
DVD as stated. 


SENSITIVE BUT UNCLASSIFIED/EAW-ENFORECEMENT SENSTTIVE- 


HRC-8120 


Approved: 
Drafted: 


Cleared: 


DS/FO 


b6 per DOS 
b7C per DOS 


DS/FO 

M- GStanford (ok) 
L/iM - SProsser (ok) 
A- EStein (ok) 


HRC-8121 


05764642 ~ ® 2 e 


b5 per DOS 
RELEASE iN PART 
BS 
Fron. Sullivan, Jacob J <Sullivanti@state.gov> 
Sent: Sunday, September 20, 2009 12:46 PM 
To: H 
Subject: RE: Burma meeting. 


b5 per DOS 


~—Original Message——- 

From: H (mailto:HDR22@clintonemail.com) 
Sent: Sunday, September 20, 2009 12:44 PM 
To: Sullivan, Jacob J 

Subject: Re: Burma meeting 


Ok but = = when we meet what the problems were. Also, what's status of Sudan pint 


—— Original Message — 

From: Sullivan, Jacob J <SullivanJ@state.gov> 

To: H 

Cc: Mills, Cheryl D <MillsCD@state.gov> . 

Sent: Sun Sep 20 12:31:08 2009 b5 per DOS 
Subject: Burma meetin; 


e proposed bullding blocks for your remarks are below. 


tfyou agree, we will move forward. If you disagree, we will use Monday and Tuesday to get our ducks in arow. 


Building Blocks for Secretary Clinton’s Remarks. 
Group of Friends of Burma Ministerial 


Hosted by the UN Secretary General Ban, Sept. 23, 2009 


b5S per I 


ossth 


15-LC-001 O/State/89 


C-8267 


05764642 _ ®e . ae d 


b5 per DOS 


Legal Issues 


© Harold reported on two matters: Article 75 of the First Additional Protaco! to the Geneva Conventions (on ‘ 
humane treatment), where DoD would like to make a positive senior level comment and Additional Protocol II i 
which was submitted by the Reagan Administration for ratification and consent in 1987, but has sat in the ‘ 
Senate since. DoD thinks it is time to make this a higher priority. Jim cautioned that we need to coordinate 
closely with the W/H on this, especially with the legislative affairs folks who may think the timing Is not ideal. 


Assistant Secretaries Meeting 


Gates/Barak Meeting 


© PMreported that SecDef Gates meeting with Israel! DefMIn Barak had gone well, and that there was agreement 


that the Israelis will send a follow-up delegation for it ith a U.S. interagency tearn to discuss our 
methodology in preparing the QME report on Israel 


Human Rights Council b5 per Bos 
Afghan S 


 S/SRAP reported that there will be a DC small group meeting on Friday to discuss strategy and resources for 
Afghanistan, 


Refugee Issues 


© Eric Schwartz said that he will represent the USG at the UNRWA at 60 event on Wednesday. Also noted that 
PRM Is keeping a close eye on Yemen, where the number of IDPs has reached an estimated 100,000 persons. 


06539 


15-LC-0010/State/90 
HRC-8268 


ALL FBI INFORMATION CONTAINED 

HEREIN 18 UNCLASSIFIED 

CATE 01-10-2017 sy __ipsszee bE 
bIC 


United States Department of State 
Assistant Secretary of State 

for Diplomatic Security 

Washington, D.C. 20520 


June 8, 2016 
SENSITIVE BUT UNCLASSIFIEDA-AW-ENFORCEMENT SENSEFIVE- 


TO: FBI — Peter Strzok 


b6 per DOS 


FROM: DS ~ Gregory B. St: 
SUBJECT: (SBUA-ES} Federal Burean of Investigation Request for Classification 
Review of 17 Loaned Documents 


(SBUAGES} The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated May 19, 2016 (Tabs 1 and 2), 
requesting a classification review of 17 documents loaned to the Department of 
State. In my capacity as head of the Bureau of Diplomatic Security, I reviewed 
these documents and assessed the documents’ contemporaneous classification and 
current classification. The attached chart also indicates whether any document has 
been classified in connection with the FOIA production of emails of former 
Secretary Clinton in accordance with E.O. 13526. 


(U) The results of the classification review are attached (Tab 3). 


Attachments: 
Tab 1 — FBI letter dated May 19, 2016 
Tab 2 — Document Summary provided by the FBI 
Tab 3 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 8, 2016 


SENSITIVE BUT UNCLASSIFIED/LAWLENFORCEMENT SENSTFFVE- 


HRC-8342 


a o-—, 0-3 a 


Approved: 
Drafted: 


Cleared: 


b6é per DOS 
psro{ | b7C per DOS 


M- GStanford (ok) 
L- RVisek (ok) 
A- EStein (ok) 


HRC-8343 


ALL FRI INFORMATION CCMTAINED 
HEREIN IS UNCLASSIFIED 


01-10-2017 ey[__sysice 


UNCLASSIFIED/ /POv— 


U.S. Department of Justice 
Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 19 May 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Classification review and determination request for 
Gocuments provided to DoS on May 16, 2016 and May 19, 2016. 


(U/APOUey In July 2015, the FBI received a Section 811 referral 
from the Inspector General fox the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 


(U/#Pe8e} The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


(Us*#PeuG}—The FBI respectfully requests that Dos conduct an 
official classification review and determination of the 16 documents 
provided to DoS on May 16, 2016, and one additional document 
submitted with this request. It is requested that the review be 
completed by May 20, 2016. The majority of these documents were 
previously submitted to Bos as part of other classification review 
requests. However, these documents have since been determined to be 
relevant to current investigative activities. It is therefore 
requested that they are prioritized over other pending classification 
review requests from the FBI. 


UNCLASSIFIED/ }Peve— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8344 


b6 
b7C 


UNCLASSIFIED/ sreve— 


(U/7POUOF You are requested not to disclose the existence of 
this inquiry or the contents of the provided media, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI’s investigation. 


(U/ Peve)— Please direct ail inquiries regarding this request to 


b7c 


Section Chief 
Counterespionage Section 


oe 


UNCLASSIFIED/ (FOG 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8345 


UsfFeve— 


(UAFEUE}Summary of documents provided on May 16, 2016 and May 19, 2016. 


ITEM TITLE SENT DATE DISSEMINATION DISC DISC DISSEMINATION 
NUMBER . ~ _ DATE 
| 487ikareal-9:45 12/26/2010 |Dissemmination3 | 2 [11/3/2015] 
[aaalezcall-7:15am «| 12/26 /2010[Dissemination3 | 2 [21/3/2015] 
Davutoglu 8/14/2011|Dissemination 3 ) 2] __11/3/2015] 
| _10229|Re: khar 11/26/2011 [Dissemination 3 [2 { 13/3/2015] 
| __13621|9am Mikatl Call Sheet 10/21/2012 [Dissemination 3 [2] 13/3/2035] 
UPDATED Netanyahu - 4pm 11/26/2010] Dissernination 3 | 2 { 18/3/2015] 
[_essafhe: Wertenvelei__[ e/zu/0i|bweminetion3__{ 2 {_ae/iois 
8/31/2013 [Dissemination 6 [af s/2/2016) 
reorf CSCC 220/202 [Dissemination | 2 [11/3/2015] 
| 629|Re: Pakistancalis 5/22/2011 [Dissemination3 [2 | 1/3/2015] 
[_e1ag|ne:Mulien | 1/20/2011 |Dissemination 3 | 2 | 13/3/2015] 
[aiaofke: 9722/2021 [Dissemination 3” "| 2 [7 11/3/2015) 
[__37359[Updateon]_|eallfromkurt | 12/19/2010 [Dissemination | 2 {11/3/2015} 5 per DOS 
Re: REMINDER: ABZ 
sere Egyptian MFA on Hamas-PLO talks 
i 


ippots Dissemination 5 


HRC-8346 


ALL FRI INFORMATION CONTAINED b6 
®@ HEREIN IS UNCLASSIEIEL b7C 
DATE 01-10-2017 ey[_]ssice 


SENSITIVE BUT UNCLASSIFIED/E¢-W-ENFORCEMENT SENSHFVE- 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 8, 2016 
Reference: May 19, 2016 Request from FBI 


Loaned Loaned Document Assessed FOIA Release 
Document Contemporaneous 


Subject + aati Determination 
Date Classification bS per DOS 


U 


U 
U 


(2/29/16 
Cc 
9/30/15: 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential 


SENSITIVE BUT UNCLASSIFIEDA-AA¥ ENFORCEMENT SENSIFIVE 


HRC-8347 


) ry 


b6 
b7c 


HRC-8352 


ALL ERI INFORMATION CONTAINED 
e HEREIN IS UNCLASSIFIED b6 


DATE 01-10-2017 oo | NSICG b7c 
United States Department of State 
Assistant Secretary of State 
Sor Diplomatic Security 
Washington, D.C. 20520 


June 13, 2016 
SENSITIVE BUT UNCLASSIFIEDAGAW-ENFORECEMENT SENSERFVE— 


TO: FBI — Peter Strzok 


b6 per DOS 


FROM: DS —Gregory B. Si 


SUBJECT: (SBU/LES)Federal 
Review of Four Loaned Documents 


(SBUALES}The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated March 17, 2016 (Tab 1), that referred 
to FBI correspondence of March 8, 2016, requesting a classification review of four 
documents loaned to the Department of State. In my capacity as head of the 
Bureau of Diplomatic Security, 1 reviewed these documents ’and assessed the 
documents’ contemporaneous classification and current classification. The 
attached chart also indicates whether any of these loaned documents have been 
classified in connection with the FOIA production of emails of former Secretary 
Clinton in accordance with E.O. 13526. 


(U) The results of the classification review are attached (Tab 2). 


Attachments: 
Tab 1 — FBi letter dated March 17, 2016 
Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 10, 2016 


SENSITIVE BUT UNCLASSIFIED/A-AW-ENPORECEMENT SENSTEIVE 


HRC-8353 


[fee AB (re0) BS 


Approved: . DS/FO - 
bB6 per DOS 
b7C per DOS 


Drafted: DS/FO 


Cleared: M- GStanford (ok) 
LM- SProsser (ok) 
A- EStein (ok) 


HRC-8354 


ALL FBI INFORMATION CONTAINED 
@ HEREIN 13 UNCLASSIFIED b6 
CATE O1-10-2017 ayL__—spsuce b7c 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 17 March 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Unclassified supplement to the classified LHM dated March 8, 
2016 


(u/APevey This LHM is being provided as an unclassified 
supplement to the classified LHM, dated March 8, 2016 that was sent 
from the FBI to the Department of State (DoS). 


(u/#Peve} The March 8, 2016 LHM requested that DoS conduct a 
classification review and determination of four provided email chains. 
The emails appear to be early drafts of a classified DoS memorandum, 
which was also included in the request for reference purposes. 


(Us, Please direct all inquiries regarding this request to b6 per Dos 
Special Agent b7C per DOS 


5 er 


Peter St’ 

Section Chief 

Counterespionage Section 
od 


This decument contains neither recommendaticns nor conclusions of the FBI, It is 
the property of the FEI and is leaned to your agency; it and its contente are not 
to be distributed outside your agency. 


HRC-8355 


ALL FBI INFORMATICN CONTAINED 
e HEREIN IS UNCLASSIFIED 
DATE 01-10-2017 BY Leste 


SENSITIVE BUT UNCLASSIFIED/GAW-ENFORCEMENT SENSITIVE 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 10, 2016 
Reference: March 17, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document . Contemporaneous | Classification at se 
Subject se nas Determination 
Date Classification present 
719072 / U.S. interests in 
10/8/2009 [Pak Paper 10-04 s 
10/4/2009 _ [46434 / draft 


[os 
10/4/2099 |129756/ Draft Holbrooke | os | 
Team 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C - Confidential, $ - Secret 


10/4/2009 145146 / FW: Cover memo. 


SENSITIVE BUT UNCLASSIFIED/LAW_ENFOR CEMENT SENSH AE 


be 
b7c 


HRC-8356 


HRC-8357 


ALL PBI INFORMATION CONTAINED 
e HEREIN IS UNCLASSIFIED b6 


DATE 01-10-2017 mf _|sszee prc 


United States Department of State 


Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C. 20520 


June 13, 2016 
SENSITIVE BUT UNCLASSIFIEDA7AW-ENFORECEMENT SENSHPPVE 


TO: FBI — Peter Strzok bé per DOS 
FROM: DS — Gregory B. Si 22018 


SUBJECT: (SBUACES}Federal Bureau of Investigation Request for Classification 
Review of Seven Loaned Documents 


(SBUAGES)The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated June 2, 2016 (Tab 1), requesting a 
classification review of seven documents loaned to the Department of State. In my 
capacity as head of the Bureau of Diplomatic Security, I reviewed these documents 
and assessed the documents’ contemporaneous classification and current 
classification. The attached chart also indicates whether any of these loaned 
documents have been classified in connection with the FOIA production of emails 
of former Secretary Clinton in accordance with E.O. 13526. 


(VU) The results of the classification review are attached (Tab 2). 


Attachments: 
Tab 1 — FBI letter dated June 2, 2016 
Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 10, 2016 


SENSITIVE BUT UNCLASSIFIED/EAW-ENFORECEMENT SENSE FYE — 


b3 
b7E 


Pf ea tg oes) 


HRC-8358 


Approved: 


” Drafted: 


Cleared: 


b6 per DOS 
b7C per DOS 
DS/FO 
DS/FO 
M- GStanford (ok) 
L/M - SProsser (ok) 
A- EStein (ok) 


, HRC-8359 


ALL FBI INFORMATION CONTAINED 
HEREIN IS UNCLASSI 
LATE 01-10-2017 BY SIC 


UNCLASSIFIED/ Apeue- 


U.S. Department of Justice 


Federal Bureau of Investigation 
Washington, D.C. 20535-0001 


Date: 2 June 2016 


To: Gregory B. Starr 
Assistant Secretary 
Bureau of Diplomatic Security 


From: Peter Strzok 
Section Chief 
Counterespionage Section 


Subject: Supplemental Classification Review and Determination 
Request 


(U//Foter In July 2015, the FBI received a Section 811 referral 
from the Inspector General for the Intelligence Community (ICIG) 
regarding the possible compromise of classified national security 
information. 


(U/7AFOUG) The potential compromise was identified when, as part 
of a Freedom of Information Act (FOIA) request, the U.S. Department 
of State (DoS) and the ICIG reviewed electronic mail (email) 
communications from private email accounts previously used by a 
former Secretary of State during her tenure at DoS. An initial review 
of this material identified emails containing national security 
information later determined by the US Intelligence Community (USIC) 
to be classified up to the Top Secret/Sensitive Compartmented 
Information level. 


(U/#FOU6} The FBI respectfully requests the Department of State (DoS) 
conduct an official classification review and determination of the 
accompanying seven (7) documents (#19287, #21126, #70741, #70950, 
#71279, #72180, and #90390). 


(U/APevey This matter should remain separate from the FOIA 
matter(s) and information from this request should not be shared or 
co-mingled with the FOIA matter(s) to ensure the FBI’s investigation 
is not compromised or adversely affected. 


UNCLASSIFIED/ /pove— 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


be 
bic 


HRC-8360 


UNCLASSIFIED/ /POue- 


(U/7#FOUO) You are requested not to disclose the existence of 
this inquiry or the contents of the provided documents, other than as 
necessary for compliance; disclosure may jeopardize the confidential 
nature of the FBI’s investigation. 


{U/APeuey Please direct all i ixi garding this request to 
: BTC 


Section Chie 
Counterespionage Section 


of 


UNCLASSIFIED//POve- 
This document contains neither recommendations nor conclusions of the FBI. It is 


the property of the FBI. and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 


HRC-8361 


ALL FBI INFORMATION CONTAINED 


e@ BEREIN IS UNCLASSIFIED 
. DATE 01-10-2017 BY 


SENSITIVE BUT UNCLASSIFIEDAPAW-ENFORCEMENTSENSHEAVE- 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 10, 2016 
Reference: June 2, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document ° Contemporanecus | Classification at se 
: Number/Subject nee gt Determination 
Date Classification present 
70950 / RE: 11/13 Senior 
10/3/2009 _ [90390 / (No Subject) 
4/3/2011 {70741 _/Re: Re: Israel 
2/27/2011_[71729 / Re: Re Libya 
8/15/2009 [21126 / Re: 
5/27/2009 _ |19287 / Re: re 
question. 
NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential . 


SENSITIVE BUT UNCLASSIFIED/LAY-ENFORCEMENT SENSTTVE 


be 


Nsice 7c 


HRC-8362 


ALL FBI INFORMATION CONTAINED 
e@ HEREIN IS UNCLASSIFIED 
BATE 01-10-2017 aL __dustes 


be 
bIC 


United States Department of State 
Assistant Secretary of State 

Jor Diplomatic Security 

Washington, D.C. 20520 


June 16, 2016 
SENSITIVE BUT UNCLASSIFIED/LAWENFORCEMEME SENSITIVE — 


TO: FBI - Peter Strzok 


b6 per DOS 
FROM: DS - Gregory B. Si JUN 16 2016 


SUBJECT: (SBUAGES}Federal Bureau of Investigation Request for Classification 
Review of Disc DEHQ44 


(SBUAGES} The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated January 20, 2016 (Tab 1), requesting a 
classification review of the loaned documents on a disc loaned to the Department 
of State numbered DEHQ44. In my capacity as head of the Bureau of Diplomatic 
Security, 1 reviewed these loaned documents and assessed the documents’ 
contemporaneous classification and current classification. The attached chart also 
indicates whether any of these loaned documents have been classified in 
connection with the FOIA production of emails of former Secretary Clinton in 
accordance with E.O. 13526. 


(U) The results of the classification review are attached (Tab 2). 


Attachments: 
Tab 1 — FBI letter dated January 20, 2016 
Tab 2 - Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 13, 2016 


SENSITIVE BUT UNCLASSIFIED/EAW ENFORCEMENT SENSEFFVE— 


HRC-8370 


[ st~tié‘i( CH - BD oe 


Approved: 
Drafted: 


Cleared: 


DS/FO ee 
b7C per DOS 

DS/FO 

M- GStanford (ok) 

LM ~ SProsser (ok) 

A- EStein (ok) 


HRC-8371 


ALL FRI INFORMATION CONTAINED 
@ BEREIN 18 UNCLASSIFIED bé 
DATE 01-10-2017 By __spsszee b7c 


SENSITIVE BUT UNCLASSIFIED/EAWENFORCEMENT SENSHIVE 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 13, 2016 
Reference: January 20, 2016 Request from FBI 
Contemporaneous 


Assessed 
ssesse FOIA Release 
Classification at oe 
we as Determination 
Classification present 


U 
(com 


Loaned Assessed 


Document 


Loaned Document 
Number/Subject 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential 


SENSITIVE BUT UNCLASSIFIED/EAW-ENFORECEMENT-SENSH PVE 


HRC-8372 


ALL FEI INFORMATION CONTAINED b6 


e@ HEREIN IS UNCLASS b7C 
DATE 01-10-2017 BY ISICG 


From: b6 per FBI, per DOS 
Sent b7C per FBI, per DOS 
‘0: 

Ce: Starr, Gregory B; Visek, hard t: Stanford. ¢ regory S; Austin-Ferguson, Kathleen T; Stein, 
Eric F; Prosser, Sarah E} Gleeson, Kevin M 

Subject: State Department Response fo January 20, 2016 FBI Requests for Classification Review of 
Loaned Documents DEHQ44 

Attachments: 2016 06 16 Response to Request for Classification Review of DEHQ44_pdf; TAB 1 - 2016 01 


20 Classification Review Request.pdf; TAB 2 - 2016 06 13 Results of Bureau of Diplomatic 
Security Classification Review DEHQ44.pdf 


SENSITIVE BUT UNCLASSIFIED/FAYHENFOREEMENT-SENSHHYE— 


LC] 


Please find attached the Department of State's response to the Fer 's January 20, 2016 requests for classification review 
of the 4 documents loaned to State on disc DEHQ44. 


b6 per FBI, per DOS 
b7C per FBI, per DOS 


pecial Assistant 
Bureau of Diplomatic Security 
Office of the Assistant Secretai 


SENSITIVE BUT UNCLASSIFIEDA-AMLENFORGEMENT SENSI VE 


SBU 
This email is UNCLASSIFIED. 


' HRC-8376 


b6 
b7C 


HRC-8377 


@ ALL FBI INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 
DATE 01-10-2017 BY| 


United States Department of State 


Assistant Secretary of State 
Jor Diplomatic Security 


Washington, D.C. 20520 


June 20, 2016 
SENSITIVE BUT UNCLASSIFIED/EAW-ENFORCEMENT SENSHAVE- 


TO: FBI - Peter Strzok 


JUN 29 2018 b6 per DOS 


FROM: DS — Gregory B. St 


SUBJECT: (SBU7EES) Federal Bureau of Investigation Request for Classification 
Review of Disc DEHQ71 


(SBU/EES}The Departinent of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated May 10, 2016 (Tab 1), requesting a 
classification review of the loaned documents on a disc numbered DEHQ71. In 
my capacity as head of the Bureau of Diplomatic Security, I reviewed these loaned 
documents and assessed the documents’ contemporaneous classification and 
current classification. The attached chart also indicates whether any of these 
loaned documents have been classified in connection with the FOIA production of 
emails of former Secretary Clinton in accordance with E.O. 13526. 


(SBU/LES}In accordance with the May 24, 2016 Standard Operating 
Procedures regarding the Loaned Documents, I have assessed all other documents 
loaned on disc DEHQ71 not listed in Tab 2 to be UNCLASSIFIED both 
contemporaneously and currently. 


(U) The results of the classification review are attached (Tab 2). 


Attachments: 
Tab | — FBI letter dated May 10, 2016 
Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 13, 2016 


SENSITIVE BUT UNCLASSIFIEDA.AWEMFORCEMENT SENSITIVE. 


sree 


HRC-8378 


bé 
b7c 


b3 
b7E 


Approved: 
Drafted: 


Cleared: 


DS/FO 'b6 per DOS 
b7C per DOS 

DS/FO 

M- GStanford (ok) 

LM ~- SProsser (ok) 

A- EStein (ok) 


HRC-8379 


ALL ¥BI INFCRMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE Q1-10-2017 BY| 


SENSITIVE BUT UNCLASSIFIED/EAW ENFORCEMENT SENSTFPFE- 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 

June 13, 2016 

Reference: May 10, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document : Contemporaneous | Classification at eS 
Number/Subject + . Determination 
Date Classification present 

8/29/2011 DEHQ71-236721 SBU SBU 

8/30/2011 DEHQ71-339856 U U NR 
4/10/2012 DEHQ71-610941 U U 

2/18/2009 DEHQ71-755445 U U NR 
2/18/2009 DEHQ71-680671 U U NR 
2/18/2009 DEHQ71-112699 U U NR 
12/17/2009 DEHQ71-705574 SBU SBU NR 
12/17/2009 DEHQ71-705582 SBU SBU NR 
3/4/2009 DEHQ71-645646 SBU SBU NR 
1/26/2012 DEHQ71-638789 U U NR 
1/23/2012 DEHQ71-627953 U U NR 
1/2/2012 DEHQ71-583234 SBU SBU NR 
8/31/2011 DEHQ71-502890 U U 
1/27/2009 DEHQ71-112613 SBU SBU 
8/31/2011 DEHQ71-341795 

DEHQ71-227611 C. Cc 
8/31/2011 DEHQ71-502890 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 


C- Confidential 


SENSITIVE BUT UNCLASSIFIEDAAW+ENPORCEMENTSENSIT EYE 


HRC-8380 


e@ ALL FBI INFORMATICN CONTAINED bé 
HEREIN 18 UNCLASSIFIED bIC 


From: b6 per FBI, per DOS 
Sent: jonday, June : b7C per FBI, per DOS 
To: (WF) (FBI) 
Ce: Starr, Gregory B: Visek, Ri 7 regory S; Austin-Ferguson, Kathleen T; Stein, 
Eric F; Prosser, Sarah E eere omelet Kevin M 

Subject: State Department Respot BI Requests for Classification Review of 

te Loaned Documents DEHQ71 . 
Attachments: 2016 06 20 Response to Request for Classification Review of DEHQ71.pdf, TAB 1 - 2016 05 


10 Request for Classification Review.pdf, TAB 2 - 2016 06 13 Results of Bureau of Diplomatic 
Security Classification Review DEHQ71 pdf 


SENSITIVE BUT UNCLASSIFIED/EAW ENFORCEMENT SENSHYE— 


LC] 


Please find attached the Department of State's response to the FBI's May 10, 2016 requests for classification review of 
the documents loaned to State on disc DEHQ71. . 


Thanks, 
b6 per FBI, per DOS 


b7C per FBI, per DOS 


Special Assistant 
Bureau of Diplomatic Security 


SENSITIVE BUT UNCLASSIFIED/EAW-ENFORGEMENT SENSE — 


SBU 
This email is UNCLASSIFIED. 


HRC-8381 


NY m0 
Vay 


b6 
b7C 


HRC-8382 


ALL FBI INFORMATION CONTAINED 
e BEREIN IS UNCLASSIEIEL b6 
DATE 01-10-2017 [peste — 


United States Department of State 


Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C. 20520 


June 20, 2016 
SENSITIVE BUT UNCLASSIFIED/bAW ENFORCEMENT SENSITIVE 


TO: FBI - Peter Strzok bé per Dos 


FROM: DS -~ Gregory B. St AUN 2.0 2016 


SUBJECT: (SBU/EES) Federal Bureau of Investigation Request for Classification 
Review of Loaned Documents on Disc DEHQ61 


(SBUALES) The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated April 4, 2016 (Tab 1), requesting a 
classification review of loaned documents on two discs. In my capacity as head of 
the Bureau of Diplomatic Security, ] reviewed the loaned documents on disc 
DEHQ61 and assessed the documents’ contemporaneous classification and current 
classification (Tabs 2 and 3). The attached charts also indicate whether any of 
these loaned documents have been classified in connection with the FOIA 
production of emails of former Secretary Clinton in accordance with E.O. 13526. 


(SBUAGES) In accordance with the May 24, 2016 Standard Operating 
Procedures regarding the Loaned Documents, I have assessed all other loaned 
documents on disc DEHQ61 not listed in Tab 2 or Tab 3 to be UNCLASSIFIED 
both contemporaneously and currently. 


(U) My assessment of disc DEHQ62 will be provided under separate cover. 


Attachments: 
Tab 1 ~ FBI letter dated April 4, 2016 
Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 10, 2016 
Tab 3 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 13, 2016 


SENSITIVE BUT UNCLASSIFIED/CAW-ENFORECEMENT-SENSEFIVE- 


[sid te - 84 ee Be 


b6 per DOS 


Approved: DS/FO b7c per DOS 


Drafted: DS/FO 


Cleared: M- GStanford (ok) 
LM - SProsser (ok) 
A- EStein (ok) 


HRC-8384 


ALL FBI INYORMATICN CONTAINED b6 
HEREIN IS UNCLASSIEIED 


CATE 01-10-2017 aT ‘see bic 


SENSITIVE BUT UNCLASSIFIEDAAYHENFORCEMENFTSENSHEEYE, 


Loaned 
Document 


2/20/2011 


8/8/2009 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 

June 10, 2016 
Reference: April 4, 2016 Request from FBI 


Loaned Doi 


DEHQ61-10677 


| N/A [DEHQ61-14129 c 


DEHQ61-2607 


Number 


Assessed 
Contemporaneous 
Classification 


cument 


U, 
U 


Classification at 


Assessed 


FOIA Release 
Determination 


| N/A__|DEHQ61-17946 SBU 
N/A DEHQ61-17948 SBU SBU 
9/20/2009 _]|DEHQ61-2558 Cc 


8/8/2009 


DEHQ61-361 


N/A DEHQ61-4428 

N/A DEHQ61-4569 
5/21/2011 _|DEHQ61-4628 
5/21/2011 

N/A 
2/24/2012 


DEHQ61-5020 


DEHQ61-576 


meee . 


DEHQ61-8335 


(C05763206, 
10/30/2015) 
C#A 
(C05763206, 
10/30/2015) 


DEHQ61-4629 SBU SBU 
DEHQ61-4709 Cc Ce 


Cr 
(C05766854, 
1/29/2016) 


c* 
(C05764341, 
1/29/2016) 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 


C- Confidential 


*The DOS FOIA review classified a similar, but not identical, document 

AThe drafter was not a member of the Executive Branch and did not have authority to classify 

documents under E.O, 13526. 
SENSITIVE BUT UNCLASSIFIED/GA ENFORCEMENT SENSHFIVE— 


HRC-8385 


SENSITIVE BUT UNCLASSIFIED: 
Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 13, 2016 
Reference: April 4, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document Contemporaneous | Classification at we 
. . Determination 
Date Classification present 
| NA __ [DEHQ61-4369 C U NR. 
9/21/2011 [DEHQ61-18950 SBU SBU 
NA IDEHQ61-11052 SBU SBU NR 
[ N/A __ |DEHQ61-11265 SBU SBU NR 
N/A 
N/A 
NA 
1/20/2011 U 
1/20/2011 _|[DEHQ61-8144 
10/10/2011 _[DEHQ61-13264 SBU SBU 
10/10/2011 _[DEHQ61-9973 
12/5/2011 _|DEHQ61-10249 
12/5/2011 _ |DEHQ61-10250 
DEHQ61-5091 a 
DEHQ61-11152 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 


C- Confidential 


*The DOS FOIA review classified a similar, but not identical, document 
“The drafter was not a member of the Executive Branch and did not have authority to classify 


documents under E.O. 13526. 


SENSITIVE BUT UNCLASSIFIED/EAW-ENFORCEMENT SENSE 


HRC-8386 


ALL ERI INECRMATION CONTAINED bé 


HEREIN IS UNCLASSIFIED 
® DX 01-10-2017 BY NSICG bre 
WF) (FBI 

From: LC CCC‘#‘AX B6 per FBI, per Dos 
Sent: Monday, June 20, 2016 11:20 AM b7C per FBI, per DOS 
To: (WF) (FBI) 
Ce: , WIsek, regory S; Austin-Ferguson, Kathleen T; Stein, 

Eric F; Prosser, Sarah E Gleeson, Kevin M 
Subject: State Department Response to April 4, 2016 FBI Requests for Classification Review of 

Loaned Documents DEHQ61 
Attachments: 2016 06 20 Response to Request for Classification Review DEHQ61.pdf; TAB 1 - 2016 04 04 


Supplemental Classification review and Determination Request. pdf; TAB 2 - 2016 06 10 
Results of Bureau of Diplomatic Security Classification Review.pdf, TAB 3 - 2016 06 13 
Results of Bureau of Diplomatic Security Classification Review.pdf 


SENSITIVE BUT UNCLASSIFIEDAPAY+ENFORGEMENTSENSHHTYE— 


Cc] 


Please find attached the Department of State’s response to the FBI’s April 4, 2016 requests for classification review of the 
documents loaned to State on disc DEHQ61. We will send the results of disc DEHQ62 separately. 


b6 per FBI, per DOS 
b7C per FBI, per DOS ~ 


jeClal Assistam 
Bureau of Diplomatic Security 


Office of the — ‘T° 


SENSITIVE BUT UNCLASSIFIED/DAM-ENFOREEMENT-SENSHIVE— 


SBU 
This email is UNCLASSIFIED. 


HRC-8387 


b6 
b7C 


HRC-8388  * 


ALL EBI INFORMATION CONTAINED 
e HEREIN 15 UNCLASSIFIED bé 
DATE 01-10-2017 ef __—(ssiee bie 


United States Department of State 


Assistant Secretary of State 
Jor Diplomatic Security 


Washington, D.C. 20520 


June 24, 2016 
SENSITIVE BUT UNCLASSIFIED/FAW ENFORCEMENT SENSTFVE- 
TO: FBI — Peter Strzok 
UN 2 6 2018 
FROM: DS — Gregory B. S' b6 per DOs 


SUBJECT: (SBUALES} Classification Review of Documents Previously Released 
in Connection with Clinton E-mail FOIA Production 


(SBUAGES} Per our discussion on April 7, 2016, via secure video 
teleconference, in my capacity as head of the Bureau of Diplomatic Security, I 
reviewed certain documents and have assessed the documents’ contemporaneous 
classification and current classification, the results of which are recorded in the 
attached charts. The attached charts also indicate the same documents’ 
classification as a result of the FOIA production of emails of former Secretary 
Clinion in accordance with E.O. 13526. 


Attachments: 
Tab 1 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 13, 2016 
Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 15, 2016 
Tab 3 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, June 20, 2016 


SENSITIVE BUT UNCLASSIFIED/LAWENFORCEMENT SENSHEVE— 


[ feces <8 ees 
fPolt2” bIE 


Approved: 
Drafted: 


Cleared: 


DS/FO 
b6 per DOS 
b7C per DOS 
DS/FO 
M- KAustin-Ferguson (ok) 
LIM - SProsser (ok) 
A- EStein (ok) 


HRC-8390 


ALL FBI INFORMATION CONTAINED 
e@ HEREIN 15 UNCLASSI bé 
CATE 01-10-2017 BY wsice bIC 


SENSITIVE BUT UNCLASSIFIEDAGAAWHENFORCEMEN FSENSH FYE 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 20, 2016 


Document Document Assessed Assessed FOIA Release 
Date Number/Subject Contemp orancous Classification at Determination 
Classification present 

11/18/2012 €05793914 Cc U S$ (5/22/15 
2/25/2012 €05791291 SBU SBU § (1/29/16 
3/25/2012 €05789767 SBU SBU S$ 129/16 
5/16/2011 C€05787133 SBU SBU S$ (1/29/16) 
5/16/2011 €05785530 SBU SBU S$ U29/16 
7/24/2011 €05781247 Ss s S$ (2/29/16 
€05781248 Ss s § (2/29/16 
5/21/2012 €05790236 U U § (2/29/16) 
3/12/2011 €05780602 U U S(129/16 
5/19/2011 €05781321 Ss Ss S$ (1/29/16 
5/28/2011 €05788004 8 8 8§ (1/29/16 
7/6/2012 05795981 Ss $ (2/19/16 
7/4/200 €05951358 SBU SBU S$ (2/29/16) 
1/22/20 C05778070 Cc U S$ (9/30/15) 
5/10/20 C05785288 SBU SBU S$ (1/29/16) 
3/19/20 €05789649 Sy Ss S$ (1/29/16) 
“10/16/2011 05782917 SBU SBU SURI/NE 
10/16/2011 C05782925 SBU SBU S$ (1/29/16) 
10/16/2011 C05787634 SBU SBU $ (1/29/16) 
6/7/2012 C05790989 Sy Ss L$ @/29/16) 
6/7/2012 05790990 Sy Ss [ s@nos 
6/7/2012 C05794692 Sy Ss [S$ @/29/16) 
6/7/2012 €05794693 Sy Ss [ s@nois) 
6/7/2012 05794701 Sy Ss L s@nos) 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential, S- Secret , 


SENSITIVE BUT UNCLASSIFIED/-AWLENEORCEMENF SENSHFEVE- 


HRC-8391 


SENSITIVE BUT UNCLASSIFIED, 
Results of Bureau of Diplomatic Security Classification Review 


for Law Enforcement Purposes 


June 16, 2016 


Document Document Assessed Assessed FOIA Release 
. Contemporaneous | Classification at et 
Date Number/Subject : Determination 
Classification present 
€05792626 Ss $s S (1/29/16) 
4/27/2012 05792212 SBU SBU S (2/29/16) 
12/15/2011 05784694 U U $ (1/29/16) 
12/15/2011 €05784711 U U S (1/29/16) 
12/15/2011 €05789812 U U S (1/29/16) 
1/21/2011 €05777823 Cc U S (9/30/15) 
21/2011 €05778071 Cc U $§ (12/31/15) 
12/23/2011 €05785837 s s § (2/29/16) 
12/27/2011 €05785960 s s S (2/29/16) 
8/24/2011 05782232 U U S$ (1/29/16) 
8/24/2011 05782235 U U S (1/29/16) 
8/24/2011 05787136 U U S (1/29/16) 
12/16/2011 05784951 U U S (1/29/16 
4/12/2011 05780572 § Q/9/6 
6/15/2008 05778278 U 
8/28/2012 05791985 S 
8/28/2012 €05791996 S 
8/28/2012 05791997 S S (1/29/16) 
8/28/2012 05796517 S S (1/29/16) 
3/2/2012 C05788678 Cc S (5/5/14) 
3/2/2012 05793961 Cc S (6/5/14) 
3/2/2012 No cadre number* Cc S (S/SA4 
8/25/2010 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential, $- Secret 
* Same subject as CO5788678 and C05793961, 6:16 PM. 


SENSITIVE BUT UNCLASSIFIEDAAW+ENFORECEMENFT SENSTEPVE- 


HRC-8392 


SENSITIVE BUT UNCLASSIFIE DACA ENFORCEMENT SENSTFVE- 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 13, 2016 


Document Document Assessed Assessed FOIA Release 
Date Number/Subject Contempo ranéous Classification at Determination 
Classification present 
4/24/2010 05768686 U | U § (12/31/15) 
[4/24/2010 _| 05775501 U U 8 (1231/15 
€05768666 U 
€05775504 U 
€05795742 s 
05796259 s 
05797814 $s 8 
U $ (1/29/16) 
05779648 Cc Cc $ (2/31/15 
| 43/2011 | 05779658 Cc Cc $ (12/31/15) 
4/3/2011 05785492 Cc Cc S$ (1/29/16) 
5/152011 05780719 s Ss 8 (2/19/16 
5/15/2011 05780721 8 8 S (2/19/16) 


NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential, S- Secret 


SENSITIVE BUT UNCLASSIFIED/ALAW ENFORCEMENT SENSITIVE 


HRC-8393 


b6 
b7c 


HRC-8394 * 


ALL FBI INFORMATION CONTAINED 

r HEREIN 1S UNCLASSIFIED, b6 
DATE 01-10-2017 Sn bIC 
United States Department of State 
Assistant Secretary of State 
for Diplomatic Security 
Washington, D.C. 20520 


June 24, 2016 
SENSITIVE BUT UNCLASSIFIED/EAMFENFORCEMENT SENSITIVE 


TO: FBI — Peter Strzok b6 per DOS 


FROM: DS — Gregory B. Sta 


SUBJECT: (SBU/EES} Classification Revie ments Previously Denied 
in Full in Connection with Clinton E-mail FOIA Production 


(SBU/bES) Per our discussion on April 7, 2016, via secure video 
teleconference, in my capacity as head of the Bureau of Diplomatic Security, I 
reviewed certain documents and have assessed the documents’ contemporaneous 
classification and current classification, the results of which are recorded in the 
attached charts. The attached charts also indicate the same documents’ 
classification as a result of the FOIA production of emails of former Secretary 
Clinton in accordance with E.O. 13526. 


(SBU/LES}Additional context for these documents will be transmitted 
separately to the FBI through the focal point system. 


Attachment: 
As stated. 


SENSITIVE BUT UNCLASSIFIED/LAWENEORCEMENF SENSHHYVE— 


aca ~V0 HRC-8395 5 


(ref 2) b7E 


Approved: 
Drafted: 


Cleared: 


M- KAustin-Ferguson (0k) 
LM - SProsser (ok) 
A- EStein (ok) 


b6 per DOS 
b7C per DOS 


HRC-8396 


@ ALL FRI INFORMATION CONTAINED 


HEREIN IS UNCLASSIFIED 
DATE 01-10-2017 BY 


" SENSITIVE BUT UNCLASSIFIEDADAW ENFORCEMENT SENSHEPVE— 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
June 20, 2016 


Assessed Assessed 

Contemporaneous |Classification at 
Classification present 

8/25/2010 See footnote* S/HCS S/HCS 
9/25/2012 C05796622 TS 
4/29/2012 C05794463 
4/29/2012 C05792698 
4/29/2012 C€05794462 TS TS 
4/29/2012 €05792696 
8/26/2011 05787195 
8/26/2011 05782323 U U 
$/30/2011 C05785417 
$/30/2011 C05788047 
5/30/2011 C05785415 
5/30/2011 C05788045 
{-ssoa0ni—[—casrasntt [ts ts J 
[420 | cos7so307_— [TS TTS 


3/30/2011 05788048 
[5/30/2011 05788049 
5/30/2011 05785418 1s 
05785420 

0 
L_s22011 | cos7icos | TS TTS TTS 


R - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential, $- Secret, TS = Top Secret, HCS = HUMINT Control System 


Document Document 
Date Number/Subject 


FOIA Release 
Determination 


* From Jacob Sullivan to H, Wednesday, August 25, 2010 11:46 AM. Same subject as 
C05955412. 


SENSITIVE BUT UNCLASSIFIED/LAMWEMNFORCEMENTSENSIFFVE— 


INSICG 


HRC-8397 


b6 
bIC 


ALL FBI INFORMATION CONTAINED 
r HEREIN I$ UINCLASSI£IZEC 
CATE 01-10-2017 2Y wsice 
United States Department of State 
Assistant Secretary of State 
Sor Diplomatic Security 
Washington, D.C. 20520 


July 11, 2016 
SENSITIVE BUT UNCLASSIFIED/EAW ENFORCEMENT SENSTEEVE 


TO: _ FBI-Peter Strzok 
FROM: DS — Gregory B. S io ——~ 


SUBJECT: (SBUAGES) Federal Bureau of Investigation Request for Classification 
Review of Loaned Documents on Disc DEHQ62 


(SBUAEES} The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated April 4, 2016 (Tab 1), requesting a 
classification review of the loaned documents on a disc numbered DEHQ62. In 
my capacity as head of the Bureau of Diplomatic Security, I reviewed these loaned 
documents and assessed the loaned documents’ contemporaneous classification 
and current classification. The attached chart also indicates whether any of these 
loaned documents have been classified in connection with the FOIA production of 
emails of former Secretary Clinton in accordance with E.O. 13526. 


(SBUEES} In accordance with the May 24, 2016 Standard Operating 
Procedures regarding the Loaned Documents, I have assessed all other loaned 
documents on disc DEHQ62 not listed in Tab 2 to be UNCLASSIFIED both 


contemporaneously and currently. 


(U) The results of the classification review are attached. 


Attachments: 
Tab 1 — FBI letter dated April 4, 2016 
Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, July 5, 2016 


SENSITIVE BUT UNCLASSIFIEDA;AW-ENFORCEMENF SENSE 


HRC-8404 4, 


[ce _ 


Approved: 
Drafted: 


Cleared: 


DS/FO 
DS/FO 
M-— KAustin-Ferguson (ok) 
LiIM- SProsser (ok) 
A- EStein (ok) 


b6 per DOS 
b7C per DOS 


HRC-8405 


ALL ERI INFORMATION CONTAINED b6 
e@ HEREIN I UNCLASSIZIED BIC 


01-10-2017 BY| NSICG 
SENSITIVE BUT UNCLASSIFIED/CAW ENFORCEMENT SENSTFEFE— 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
July 5, 2016 
Reference: April 4, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document . Contemporaneous | Classification at aon 
Number/Subject . . Determination 
Date Classification present 
N/A DEHQ62-4359 SBU SBU NR 
N/A DEHQ62-4775 SBU SBU NR 
10/12/2009 DEHQ62-366 U U NR 
|__N/A DEHQ62-5130 c c NR 
NIA DEHQ62-4358 SBU SBU NR 
2/20/2011 DEHQ62-4406 Cc" Cc NR 
2/20/2011 DEHQ62-4407 Cc Cc NR 
2/20/2011 DEHQ62-4408 Cc Cc NR 
2/20/2011 DEHQ62-4409 ie Cc NR 
N/A DEHQ62-4374 SBU SBU NR 
N/A DEHQ62-4766 SBU SBU NR 
NR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential 


SENSITIVE BUT UNCLASSIFIEDAPAWHENFOREEMEMT SENSITIVE 


HRC-8406 


b6 
b7c 


HRC-8407 


ALL FBI INFORMATION CONTAINED 
e REREIN IS UNCLASSIFIED 


Assistant Secretary of State 
for Diplomatic Security 


Washington, D.C. 20520 


; July 15, 2016 
SENSITIVE BUT UNCLASSIFIED/-AW-ENFORCEMENT SENSHFFVE— 


TO: FBI — Peter Strzok 
b6 per DOS 


FROM: DS — Gregory B. St 


SUBJECT: (SBUACES}federal Bureau of Investigation Request for Classification 
Review of Disc DEHQ5S3 


(SBUAGES) The Department of State is in receipt of the letter from the 
Federal Bureau of Investigation (FBI) dated January 20, 2016 (Tab 1), requesting a 
classification review of the loaned documents on a disc loaned to the Department 
of State numbered DEHQS53. In my capacity as head of the Bureau of Diplomatic 
Security, I reviewed these loaned documents and assessed the documents’ 
contemporaneous classification and current classification. The attached charts also 
indicate whether any of these loaned documents have been classified in connection 
with the FOIA production of emails of former Secretary Clinton in accordance 
with E.O. 13526. 


(U) The results of the classification review are attached. 


Attachments: 

Tab 1 — FBI letter dated January 20, 2016 

Tab 2 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, July 1, 2016 

Tab 3 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, July 5, 2016 

Tab 4 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, July 6, 2016 

Tab 5 — Results of Bureau of Diplomatic Security Classification Review for 
Law Enforcement Purposes, July 13, 2016 
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Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 


July 1, 2016 


Reference: January 20, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document . Contemporaneous | Classification at| a 
Numbet/Subject spe ae Determination 
Date Classification present 
3/13/2011 _|DEHQ53-8540 Cc Cc NR 
N/A DEHQ53-12682 SBU SBU 
11/25/2010 _|DEHQ53-3938 SBU SBU 
11/24/2010 _|DEHQ53-477 SBU SBU 
11/24/2010 _|DEHQ53-478 SBU 
7/30/2011 _|DEHQS53-4013 SBU 
12/17/2010 _|DEHQ53-6189 SBU 
8/14/2011 _|DEHQ7233 SBU 
1127/2010 |DEHQ53-491-A | SBU SBU 
1/152011 _ [DEHQ53-904 | SBU SBU 
NA DEHQ53-4766 | SBU SBU 
11/24/2010 _|DEHQ53-479 SBU 
1/14/2012 |DEHQ53-2290 SBU SBU 
N/A DEHQS53-5020 SBU 
11/24/2010 _|DEHQ53-3934 SBU 
12/12/2010 _|DEHQS53-BILDT* SBU SBU 
12/12/2010 _}|DEHQS3-6175 SBU SBU 
11/26/2011 _|DEHQ53-10229 SBU SBU 
11/27/2010 _|DEHQ53-490 SBU SBU 
11/26/2010 _|DEHQ53-486 SBU SBU 
11/26/2010 _|DEHQS3-483 SBU SBU 
3/7/2010 __ |DEHQS53-402 SBU SBU 
1/21/2012 _|DEHQS53-5377 Cc Cc 
NA DEHQ53-14126 Cc Cc 
NA DEHQ53-12683 U U 
* No identifying number, same subject and content as DEHQ53-6175 
INR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential 
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SENSITIVE BUT UNCLASSIFIED/Iz 


Results of Bureau of Diplomatic Security Classification Review 
for Law Enforcement Purposes 
July 5, 2016 
Reference: January 20, 2016 Request from FBI 


Loaned Loaned Document Assessed Assessed FOIA Release 
Document . Contemporaneous | Classification at a 
Number/Subject vee ae Determination 
Date Classification resent 
N/A |DEHQS53-11331 NR 
N/A |DEHQS53-11697 U NR 
[DEHQS53-11848 U 
[DEHQ53-12623 U 
11/26/2010 _|DEHQ53-17134 SBU 
11/26/2010 {DEHQ53-17136 SBU 
11/26/2010 _|DEHQS53-1 8644 SBU 
11/26/2010 _|[DEHQ53-480 SBU 
11/26/2010 _|DEHQS53-482 SBU 
H/720U1_ |DEHQS3-11735 U 
4/9/2012 _ |DEHQS53-10053 SBU 
7/2/2009 DEHQ53-2218 Cc 
DEHQS3-14124 Cc 
3/11/2011 _|DEHQ53-18888 
4/5/2011 _ |DEHQ53-36758 
3/6/2011 DEHQ53-35031 
11/26/2010 _|DEHQ53-17138 
N/A DEHQS53-9669 
5/21/2012 _|DEHQ53-8786 


6/1/2011 DEHQS53-8819 

12/24/2009 _|DEHQ53-9034 
8/7/2011 DEHQ53-4025 
8/7/2011 DEHQ53-4026 
1/8/2011 DEHQS53-17376 

11/25/2011 _|DEHQS3-18287 
IA7/2011 | DEHQS53-11734 
2/18/2011 _|DEHQ53-17726 


INR - Not Reviewed, U - Unclassified, SBU - Sensitive But Unclassified, 
C- Confidential 
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